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CLAIMS 



[Claim(s)] 

[Claim 1] In the network system equipped with two or more network connection equipments 
which make redundancy connection of a backbone network, the subnet which holds two or more 
terminal units, and a backbone network and a subnet Said each network connection equipment 
supervises switch-on with other network connection equipments connected to the same subnet 
using the subnet and the backbone network. With a house keeping means to direct collection of 
contact information when the condition that each terminal unit in a subnet is divided has been 
recognized, and collection directions of contact information A contact information gathering 
means to collect the IP addresses and MAC Addresses of all terminal units on the same subnet 
as contact information, A contact information-interchange means to exchange the collected 
contact information for other network connection equipments connected to the same subnet 
using a backbone network, A subnet selection means to choose a subnet based on the 
equipment initial entry received from other network connection equipments, An ARP reply 
packet generation / transmitting means to transmit to the subnet which the ARP reply packet 
was generated [ subnet ] based on said contact information, and had the ARP reply packet 
concerned chosen, A comparison means to compare a destination IP address with the IP 
address which self-equipment has when an IP packet is received from a terminal unit, An IP 
packet transmitting means to transmit said IP packet to other network equipment through a 
backbone network when each IP addresses differ, A preparation and said each terminal unit are a 
network system which updates an ARP table based on the received ARP reply packet, and is 
characterized by the divided terminal unit communicating through a backbone network 
henceforth. 

[Claim 2] Furthermore, an ARP packet receiving means to receive an ARP request packet or an 
ARP reply packet from a subnet, and to extract a target protocol address from the packet 
concerned, The 1st retrieval means which searches whether the information applicable to the 
target protocol address concerned was included in said collected contact information when said 
ARP packet receiving means received an ARP request packet, A request transfer means to 
transmit said ARP request packet to a backbone network when said information is not included, 
A reply transfer means to transmit the ARP reply packet concerned to a backbone network 
when said ARP packet receiving means receives an ARP reply packet, A backbone packet 
receiving means to receive an ARP request packet or an ARP reply packet from a backbone 
network, A subnet selection means to choose the subnet in which the target protocol address 
concerned is contained from the single which extracts and holds a target protocol address from 
the ARP packet which received, or two or more subnets, The request packet conversion means 
which rewrites the transmitting agency MAC Address and source hardware address of the 
packet concerned to a virtual MAC Address when said backbone packet receiving means 
receives an ARP request packet, A request packet transmitting means to transmit to the subnet 
which had the ARP request packet after rewriting chosen, The 2nd retrieval means which 
searches a MAC Address based on the target protocol address which said subnet selection 
means extracted when said backbone packet receiving means receives an ARP reply packet, The 
reply packet conversion means which rewrites a destination MAC Address and a target hardware 
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address to the MAC Address which it is as a result of retrieval, and rewrites a source hardware 
address to a virtual MAC Address, The network system according to claim 1 characterized by 
having a reply packet transmitting means to transmit to the subnet which had the ARP reply 
packet after rewriting chosen. 

[Claim 3] In the network system equipped with two or more network connection equipments 
which make redundancy connection of a backbone network, the subnet which holds two or more 
terminal units, and a backbone network and a subnet Said each network connection equipment 
supervises switch-on with other network connection equipments connected to the same subnet 
using the subnet and the backbone network. With a house keeping means to direct collection of 
contact information when the condition that each terminal unit in a subnet is divided has been 
recognized, and collection directions of contact information A contact information gathering 
means to collect the IP addresses and MAC Addresses of all terminal units on the same subnet 
as contact information, A packet generation means to generate an ARP reply packet based on 
the collected contact information, The packet operator stage which exchanges the generated 
ARP reply packet for other network connection equipments connected to the same subnet using 
a backbone network, A subnet selection means to choose a subnet based on the ARP reply 
packet received from other network connection equipments, An ARP reply packet transmitting 
means to transmit to the subnet which had said ARP reply packet chosen, A comparison means 
to compare a destination IP address with the IP address which self-equipment has when an IP 
packet is received from a terminal unit, An IP packet transmitting means to transmit said IP 
packet to other network equipment through a backbone network when each IP addresses differ, 
A preparation and said each terminal unit are a network system which updates an ARP table 
based on the received ARP reply packet, and is characterized by the divided terminal unit 
communicating through a backbone network henceforth. 

[Claim 4] Furthermore, a recovery packet generation means to generate the ARP reply packet 
for returning the ARP table of the terminal unit connected to the subnet concerned when a 
subnet is recovered, A preparation and said ARP reply packet transmitting means The ARP reply 
packet generated by said recovery packet generation means, And the ARP reply packet for 
returning the ARP table of the terminal unit connected to the subnet concerned which received 
from the backbone network, Transmit to a subnet and said each terminal unit returns an ARP 
table based on the received ARP reply packet Henceforth, the network system according to 
claim 3 characterized by communicating by specifying each other MAC Address directly between 
the terminal units on the same subnet. 

[Claim 5] Furthermore, the 1st recovery packet generation means which generates the ARP 
reply packet for returning the ARP table of the terminal unit connected to the subnet concerned 
when a subnet is recovered, When the contact information for returning the ARP table of the 
terminal unit connected to the subnet concerned is received from a backbone network It has the 
2nd recovery packet generation means which generates an ARP reply packet based on the 
contact information concerned. Said ARP reply packet generation / transmitting means The ARP 
reply packet generated by said 1st recovery packet generation means, The ARP reply packet 
generated by the 2nd recovery packet generation means is transmitted to a subnet. And said 
each terminal unit The network system according to claim 1 characterized by returning an ARP 
table based on the received ARP reply packet, and communicating by specifying each other MAC 
Address directly between the terminal units on the same subnet henceforth. 

[Claim 6] Said contact information gathering means is the network system of any one publication 
of claim 1-5 characterized by having a request transmitting means to transmit an ICMP echo 
request message by the broadcast address, a receiving means to receive an ICMP echo reply 
message as a response to said request, and a study means to learn the combination of the IP 
address of the terminal unit in a subnet, and a MAC Address based on said ICMP echo reply 
message. 

[Claim 7] If it is in each network connection equipment which makes redundancy connection of a 
backbone network and the subnet which holds two or more terminal units Switch-on with other 
network connection equipments connected to the same subnet using the subnet and the 
backbone network is supervised. With a house keeping means to direct collection of contact 
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information when the condition that each terminal unit in a subnet is divided has been 
recognized, and collection directions of contact information A contact information gathering 
means to collect the IP addresses and MAC Addresses of all terminal units on the same subnet 
as contact information, A contact information-interchange means to exchange the collected 
contact information for other network connection equipments connected to the same subnet 
using a backbone network, A subnet selection means to choose a subnet based on the 
equipment initial entry received from other network connection equipments, An ARP reply 
packet generation / transmitting means to transmit to the subnet which the ARP reply packet 
was generated [ subnet ] based on said contact information, and had the ARP reply packet 
concerned chosen, A comparison means to compare a destination IP address with the IP 
address which self^equipment has when an IP packet is received from a terminal unit, Network 
connection equipment characterized by having an IP packet transmitting means to transmit said 
IP packet to other network equipment through a backbone network when each IP addresses 
differ. 

[Claim 8] Furthermore, an ARP packet receiving means to receive an ARP request packet or an 
ARP reply packet from a subnet, and to extract a target protocol address from the packet 
concerned, The 1st retrieval means which searches whether the information applicable to the 
target protocol address concerned was included in said collected contact information when said 
ARP packet receiving means received an ARP request packet, A request transfer means to 
transmit said ARP request packet to a backbone network when said information is not included, 
A reply transfer means to transmit the ARP reply packet concerned to a backbone network 
when said ARP packet receiving means receives an ARP reply packet, A backbone packet 
receiving means to receive an ARP request packet or an ARP reply packet from a backbone 
network, A subnet selection means to choose the subnet in which the target protocol address 
concerned is contained from the single which extracts and holds a target protocol address from 
the ARP packet which received, or two or more subnets, The request packet conversion means 
which rewrites the transmitting agency MAC Address and source hardware address of the 
packet concerned to a virtual MAC Address when said backbone packet receiving means 
receives an ARP request packet, A request packet transmitting means to transmit to the subnet 
which had the ARP request packet after rewriting chosen, The 2nd retrieval means which 
searches a MAC Address based on the target protocol address which said subnet selection 
means extracted when said backbone packet receiving means receives an ARP reply packet, The 
reply packet conversion means which rewrites a destination MAC Address and a target hardware 
address to the MAC Address which it is as a result of retrieval, and rewrites a source hardware 
address to a virtual MAC Address, Network connection equipment according to claim 7 
characterized by having a reply packet transmitting means to transmit to the subnet which had 
the ARP reply packet after rewriting chosen. 

[Claim 9] If it is in each network connection equipment which makes redundancy connection of a 
backbone network and the subnet which holds two or more terminal units Switch-on with other 
network connection equipments connected to the same subnet using the subnet and the 
backbone network is supervised. With a house keeping means to direct collection of contact 
information when the condition that each terminal unit in a subnet is divided has been 
recognized, and collection directions of contact information A contact information gathering 
means to collect the IP addresses and MAC Addresses of all terminal units on the same subnet 
as contact information, A packet generation means to generate an ARP reply packet based on 
the collected contact information, The packet operator stage which exchanges the generated 
ARP reply packet for other network connection equipments connected to the same subnet using 
a backbone network, A subnet selection means to choose a subnet based on the ARP reply 
packet received from other network connection equipments, An ARP reply packet transmitting 
means to transmit to the subnet which had said ARP reply packet chosen, A comparison means 
to compare a destination IP address with the IP address which self^equipment has when an IP 
packet is received from a terminal unit, Network connection equipment characterized by having 
an IP packet transmitting means to transmit said IP packet to other network equipment through 
a backbone network when each IP addresses differ. 
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[Claim 10] Furthermore, a recovery packet generation means to generate the ARP reply packet 
for returning the ARP table of the terminal unit connected to the subnet concerned when a 
subnet is recovered, A preparation and said ARP reply packet transmitting means The ARP reply 
packet generated by said recovery packet generation means, And network connection equipment 
according to claim 9 characterized by transmitting to a subnet the ARP reply packet for 
returning the ARP table of the terminal unit connected to the subnet concerned which received 
from the backbone network. 

[Claim 11] Furthermore, the 1st recovery packet generation means which generates the ARP 
reply packet for returning the ARP table of the terminal unit connected to the subnet concerned 
when a subnet is recovered, When the contact information for returning the ARP table of the 
terminal unit connected to the subnet concerned is received from a backbone network It has the 
2nd recovery packet generation means which generates an ARP reply packet based on the 
contact information concerned. Said ARP reply packet generation / transmitting means Network 
connection equipment according to claim 7 characterized by transmitting to a subnet the ARP 
reply packet generated by said 1st recovery packet generation means, and the ARP reply packet 
generated by the 2nd recovery packet generation means. 

[Claim 12] Said contact information-gathering means is network connection equipment of any 
one publication of claim 7-1 1 characterized by to have a request transmitting means to transmit 
an ICMP echo request message by the broadcast address, a receiving means to receive an ICMP 
echo reply message as a response to said request, and a study means to learn the combination 
of the IP address of the terminal unit in a subnet, and a MAC Address based on said ICMP echo 
reply message. 
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DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the network system and network connection 
equipment between the terminals at the time of subnet fragmentation which can relieve a 
communication link especially about the network system equipped with two or more network 
connection equipments which make redundancy connection of a backbone network and the 
subnet. 
[0002] 

[Description of the Prior Art] Hereafter, the conventional technique is explained. In IP (Internet 
Protocol) network, other networks and the divided subnet communicate with the exterior of the 
subnet concerned via a router with a router. However, since it becomes impossible to 
communicate with the exterior of a subnet when a router breaks down, generally performing 
redundancy-ization of a communication path using two or more routers is known. 
[0003] As a system which performs redundancy-ization of a communication path using two or 
more routers, "the router network which has Subordinate's LAN relief function in a router 
failure" of a publication is in JP.1 1-261 620,A, for example. Drawing 28 R> 8 is drawing showing 
the conventional structure of a system, drawing 28 — setting — 10 — present — business — it 
is a router, 1 1 is a substitute router, 12 is other routers, 13 is an ATM network, and 14 is the 
subnet by which the router was redundancy-ized. 

[0004] a technique given [ above-mentioned ] in an official report — a subnet 14 — one — 
present — business — a router 10 — present — business — substitute router 1 1 with an 
another router 10 is prepared, this time — present — business — the network environment of a 
router 10 — the substitute router 1 1 — beforehand — setting up — the substitute router 1 1 — 
a ping packet etc. — present — business — a router 10 is supervised, and — present — 
business — the case where a router 10 becomes a failure — present — business — the MAC 
(Media Access Control) address which was being used with the router 10 — the substitute 
router 1 1 — succeeding — the substitute router 1 1 — present — business — it takes the place 
and operates to a router 10. if it says concretely — present — business — the case where a 
router 10 becomes a failure — the substitute router 1 1 — present — business — the physical 
address currently used with the router 10 is succeeded, and junction of the communication link 
frame to the outside of a subnet is executed by proxy. Thereby, the connectability of a subnet 
14 and other subnets is securable. 

[0005] Moreover, as a system which performs redundancy-ization of a communication path using 
two or more routers, there is a network system which used VRRP (Virtual Router Redundancy 
Protocol, Internet Engineering Task Force:IETF RFC2338) in addition to the above. 
[0006] Two or more routers constitute a virtual router, and VRRP shares a virtual MAC Address 
and a common IP address, present — business — a router transmits a VRRP message into a 
subnet periodically — a virtual MAC Address and an IP address — a standby router — notifying 
— present — business — **** of a router is made to know on the other hand — a standby 
router — fixed time amount — present — business — there is no arrival of the VRRP message 
from a router — having — present — business — the failure of a router is detected and 
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substitute actuation is performed using a virtual MAC Address and an IP address. 
[0007] Drawing 29 is drawing showing the configuration of the network system which used VRRP. 
In drawing 29 , 20 and 21 are routers, 23, 24, and 25 are switching hubs, 26 and 27 are terminal 
units, 28 is a subnet and 29 is a backbone network. 

[0008] Moreover, drawing 30 is drawing showing the outline of an ARP (Address Resolution 
Protocol) reply packet format in which it is used by VRRP. In drawing 30 , 30a is a destination 
MAC Address (MACJDA), 30b is a transmitting agency MAC Address (MAC.SA), 30c is a source 
hardware address (solvent refined coal_MAC_ADDR), 30d is a source protocol address (solvent 
refined coalJP.ADDR), 30e is a target hardware address (TAGT.MAC.ADDR), and 30f is a target 
protocol address (TAGTJP.ADDR). 

[0009] In terminal units 26 and 27, if the virtual MAC Address is set up as a default route, the 
communication link frame to the outside of a subnet will be transmitted to a virtual MAC 
Address, for example, the router 20 — present — business — as a router, when the router 21 is 
operating as a standby router, a router 20 relays a communication link frame. 
[0010] and — present — business — failure of a router 20 transmits the ARP reply packet 
shown in drawing 30 to a subnet 28 in the standby router 21. That is, in the standby router 21, a 
virtual MAC Address is stored in transmitting agency MAC Address30b and source hardware 
address 30c, a share IP address is stored in source protocol address 30d, a broadcast address is 
stored in destination MAC Address 30a, and an ARP reply packet is transmitted to a subnet 28 
in this condition. 

[0011] Moreover, in each switching hub, the above-mentioned ARP reply packet is received and 
transmitted, it learns that the equipment of a virtual MAC Address is in the port of the direction 
of a router 21, and the MAC frame addressed to a virtual MAC Address is henceforth 
transmitted in the direction of a router 21. thereby — present — business — when a router 20 
breaks down, the connectability of a subnet 27 and other subnets can be secured. 
[0012] 

[Problem(s) to be Solved by the Invention] However, in the above and the system by which 
redundancy connection of two or more routers was made, when a subnet was divided, in spite of 
having connected physically each terminal unit linked to a separate segment via other networks, 
there was a problem of it becoming impossible to perform a mutual communication link. 
[0013] For example, in drawing 29 , when a switching hub 24 breaks down, the ARP request 
packet from a terminal unit 26 to a terminal unit 27 cannot communicate by flowing becoming 
impossible. Moreover, although a terminal unit 26 sets the MAC Address of a terminal unit 27 as 
a destination MAC Address and transmits the packet to a terminal unit 27 about the case where 
the entry of a terminal unit 27 is stored in the ARP table of a terminal unit 26, the junction of 
the packet concerned will become impossible by failure of a switching hub 24, and a 
communication link will stop. 

[0014] This invention is made in view of the above, and in the system by which redundancy 
connection of a subnet and other networks was made, when each terminal is divided by failure 
within a subnet, it aims at obtaining the network connection equipment which can continue the 
communication link between terminals. 
[0015] 

[Means for Solving the Problem] If it is in the network system concerning this invention in order 
to solve the technical problem mentioned above and to attain the purpose A backbone network 
and the subnet which holds two or more terminal units, It has two or more network connection 
equipments which make redundancy connection of a backbone network and the subnet. Said 
each network connection equipment Switch-on with other network connection equipments 
connected to the same subnet using the subnet and the backbone network is supervised. With a 
house keeping means (equivalent to the condition check section 101 of the gestalt of operation 
mentioned later) to direct collection of contact information when the condition that each 
terminal unit in a subnet is divided has been recognized, and collection directions of contact 
information A contact information gathering means to collect the IP addresses and MAC 
Addresses of all terminal units on the same subnet as contact information (equivalent to the 
contact information gathering section 102), A contact information-interchange means to 



http://www4.ipdl. ncipi.gojp/cgi-bin/tran^web_cgi_ejje 



2006/05/09 



, JP,2002-232448,A LDETAILED DESCRIPTION] 3/19 s< — v 

exchange the collected contact information for other network connection equipments connected 
to the same subnet using a backbone network (equivalent to the contact information- 
interchange section 103), A subnet selection means to choose a subnet based on the equipment 
initial entry received from other network connection equipments (equivalent to the subnet 
selection section 174), An ARP reply packet generation / transmitting means to transmit to the 
subnet which the ARP reply packet was generated [ subnet ] based on said contact information, 
and had the ARP reply packet concerned chosen (equivalent to the packet generation section 
173 and the packet transmitting section 104), A comparison means to compare a destination IP 
address with the IP address which self-equipment has when an IP packet is received from a 
terminal unit (equivalent to a comparator 106), An IP packet transmitting means to transmit said 
IP packet to other network equipment through a backbone network when each IP addresses 
differ (equivalent to the junction section 105), A preparation and said each terminal unit update 
an ARP table based on the received ARP reply packet, and are henceforth characterized by 
communicating with the divided terminal unit through a backbone network. 

[0016] If it is in the network system concerning the next invention Furthermore, an ARP packet 
receiving means to receive an ARP request packet or an ARP reply packet from a subnet, and to 
extract a target protocol address from the packet concerned (equivalent to the ARP packet 
receive section 518), When said ARP packet receiving means receives an ARP request packet 
The 1st retrieval means which searches whether the information applicable to the target 
protocol address concerned was included in said collected contact information (equivalent to the 
Banking Inspection Department 519), A request transfer means to transmit said ARP request 
packet to a backbone network when said information is not included (equivalent to the request 
transfer section 520), A reply transfer means to transmit the ARP reply packet concerned to a 
backbone network when said ARP packet receiving means receives an ARP reply packet 
(equivalent to the reply transfer section 527), A backbone packet receiving means to receive an 
ARP request packet or an ARP reply packet from a backbone network (equivalent to the 
backbone packet receive section 521), A target protocol address is extracted from the ARP 
packet which received. A subnet selection means to choose the subnet in which the target 
protocol address concerned is contained from the single to hold or two or more subnets 
(equivalent to the subnet selection section 524), When said backbone packet receiving means 
receives an ARP request packet The request packet conversion means which rewrites the 
transmitting agency MAC Address and source hardware address of the packet concerned to a 
virtual MAC Address (equivalent to the request packet transducer 525), A request packet 
transmitting means to transmit to the subnet which had the ARP request packet after rewriting 
chosen (equivalent to the request packet transmitting section 526), When said backbone packet 
receiving means receives an ARP reply packet The 2nd retrieval means which searches a MAC 
Address based on the target protocol address which said subnet selection means extracted 
(equivalent to the retrieval section 519), A destination MAC Address and a target hardware 
address are rewritten to the MAC Address which it is as a result of retrieval. The reply packet 
conversion means which rewrites a source hardware address to a virtual MAC Address 
(equivalent to the reply packet transducer 522), It is characterized by having a reply packet 
transmitting means (equivalent to the reply packet transmitting section 523) to transmit to the 
subnet which had the ARP reply packet after rewriting chosen. 

[0017] If it is in the network system concerning the next invention A backbone network and the 
subnet which holds two or more terminal units, It has two or more network connection 
equipments which make redundancy connection of a backbone network and the subnet. Said 
each network connection equipment Switch-on with other network connection equipments 
connected to the same subnet using the subnet and the backbone network is supervised. With a 
house keeping means (equivalent to condition check section 101a) to direct collection of contact 
information when the condition that each terminal unit in a subnet is divided has been 
recognized, and collection directions of contact information A contact information gathering 
means to collect the IP addresses and MAC Addresses of all terminal units on the same subnet 
as contact information, A packet generation means to generate an ARP reply packet based on 
the collected contact information (equivalent to transfer packet generation section 175a), The 



http://www4.ipdl.ncipi.go jp/cgi-bin/tran_web_cgLejje 



2006/05/09 



JP,2002-232448,A [DETAILED DESCRIPTION] 4/19 <<— v 



packet operator stage which exchanges the generated ARP reply packet for other network 
connection equipments connected to the same subnet using a backbone network (equivalent to 
contact information-interchange section 103a), A subnet selection means to choose a subnet 
based on the ARP reply packet received from other network connection equipments (equivalent 
to subnet selection section 174a) f An ARP reply packet transmitting means to transmit to the 
subnet which had said ARP reply packet chosen (equivalent to the packet transmitting section 
104), A comparison means to compare a destination IP address with the IP address which self- 
equipment has when an IP packet is received from a terminal unit, An IP packet transmitting 
means to transmit said IP packet to other network equipment through a backbone network when 
each IP addresses differ, A preparation and said each terminal unit update an ARP table based 
on the received ARP reply packet, and are henceforth characterized by communicating with the 
divided terminal unit through a backbone network. 

[0018] If it is in the network system concerning the next invention Furthermore, a recovery 
packet generation means to generate the ARP reply packet for returning the ARP table of the 
terminal unit connected to the subnet concerned when a subnet is recovered (equivalent to 
recovery packet generation section 641c), A preparation and said ARP reply packet transmitting 
means The ARP reply packet generated by said recovery packet generation means, And the ARP 
reply packet for returning the ARP table of the terminal unit connected to the subnet concerned 
which received from the backbone network, It is characterized by for said each terminal unit 
returning an ARP table based on the received ARP reply packet, and communicating by 
transmitting to a subnet and specifying each other MAC Address directly between the terminal 
units on the same subnet henceforth. 

[0019] If it is in the network system concerning the next invention Furthermore, the 1st recovery 
packet generation means which generates the ARP reply packet for returning the ARP table of 
the terminal unit connected to the subnet concerned when a subnet is recovered (equivalent to 
recovery packet generation section 641c), When the contact information for returning the ARP 
table of the terminal unit connected to the subnet concerned is received from a backbone 
network The 2nd recovery packet generation means which generates an ARP reply packet based 
on the contact information concerned (equivalent to 173d of packet generation sections), A 
preparation and said ARP reply packet generation / transmitting means The ARP reply packet 
generated by said 1st recovery packet generation means, The ARP reply packet generated by 
the 2nd recovery packet generation means is transmitted to a subnet. And said each terminal 
unit It is characterized by returning an ARP table based on the received ARP reply packet, and 
communicating by specifying each other MAC Address directly between the terminal units on the 
same subnet henceforth. 

[0020] In the network system concerning the next invention said contact information gathering 
means A request transmitting means to transmit an ICMP echo request message by the 
broadcast address (equivalent to the request transmitting section 441), A receiving means to 
receive an ICMP echo reply message as a response to said request (equivalent to a receive 
section 442), It is characterized by having a study means (equivalent to the study section 443) 
to learn the combination of the IP address of the terminal unit in a subnet, and a MAC Address 
based on said ICMP echo reply message. 

[0021] If it is in the network connection equipment concerning the next invention Redundancy 
connection of a backbone network and the subnet which holds two or more terminal units is 
made. For example Switch-on with other network connection equipments connected to the same 
subnet using the subnet and the backbone network is supervised. With a house keeping means to 
direct collection of contact information when the condition that each terminal unit in a subnet is 
divided has been recognized, and collection directions of contact information A contact 
information gathering means to collect the IP addresses and MAC Addresses of all terminal units 
on the same subnet as contact information, A contact information-interchange means to 
exchange the collected contact information for other network connection equipments connected 
to the same subnet using a backbone network, A subnet selection means to choose a subnet 
based on the equipment initial entry received from other network connection equipments, An 
ARP reply packet generation / transmitting means to transmit to the subnet which the ARP 
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reply packet was generated [ subnet ] based on said contact information, and had the ARP reply 
packet concerned chosen, A comparison means to compare a destination IP address with the IP 
address which self-equipment has when an IP packet is received from a terminal unit, When each 
IP addresses differ, it is characterized by having an IP packet transmitting means to transmit 
said IP packet to other network equipment through a backbone network. 

[0022] If it is in the network connection equipment concerning the next invention Furthermore, 
an ARP packet receiving means to receive an ARP request packet or an ARP reply packet from 
a subnet, and to extract a target protocol address from the packet concerned, The 1st retrieval 
means which searches whether the information applicable to the target protocol address 
concerned was included in said collected contact information when said ARP packet receiving 
means received an ARP request packet, A request transfer means to transmit said ARP request 
packet to a backbone network when said information is not included, A reply transfer means to 
transmit the ARP reply packet concerned to a backbone network when said ARP packet 
receiving means receives an ARP reply packet, A backbone packet receiving means to receive 
an ARP request packet or an ARP reply packet from a backbone network, A subnet selection 
means to choose the subnet in which the target protocol address concerned is contained from 
the single which extracts and holds a target protocol address from the ARP packet which 
received, or two or more subnets, The request packet conversion means which rewrites the 
transmitting agency MAC Address and source hardware address of the packet concerned to a 
virtual MAC Address when said backbone packet receiving means receives an ARP request 
packet, A request packet transmitting means to transmit to the subnet which had the ARP 
request packet after rewriting chosen, The 2nd retrieval means which searches a MAC Address 
based on the target protocol address which said subnet selection means extracted when said 
backbone packet receiving means receives an ARP reply packet, The reply packet conversion 
means which rewrites a destination MAC Address and a target hardware address to the MAC 
Address which it is as a result of retrieval, and rewrites a source hardware address to a virtual 
MAC Address, It is characterized by having a reply packet transmitting means to transmit to the 
subnet which had the ARP reply packet after rewriting chosen. 

[0023] If it is in the network connection equipment concerning the next invention Redundancy 
connection of a backbone network and the subnet which holds two or more terminal units is 
made. For example Switch-on with other network connection equipments connected to the same 
subnet using the subnet and the backbone network is supervised. With a house keeping means to 
direct collection of contact information when the condition that each terminal unit in a subnet is 
divided has been recognized, and collection directions of contact information A contact 
information gathering means to collect the IP addresses and MAC Addresses of all terminal units 
on the same subnet as contact information, A packet generation means to generate an ARP 
reply packet based on the collected contact information, The packet operator stage which 
exchanges the generated ARP reply packet for other network connection equipments connected 
to the same subnet using a backbone network, A subnet selection means to choose a subnet 
based on the ARP reply packet received from other network connection equipments, An ARP 
reply packet transmitting means to transmit to the subnet which had said ARP reply packet 
chosen, A comparison means to compare a destination IP address with the IP address which 
self^equipment has when an IP packet is received from a terminal unit, When each IP addresses 
differ, it is characterized by having an IP packet transmitting means to transmit said IP packet to 
other network equipment through a backbone network. 

[0024] If it is in the network connection equipment concerning the next invention Furthermore, a 
recovery packet generation means to generate the ARP reply packet for returning the ARP table 
of the terminal unit connected to the subnet concerned when a subnet is recovered, A 
preparation and said ARP reply packet transmitting means It is characterized by transmitting to 
a subnet the ARP reply packet for returning the ARP table of the terminal unit connected to the 
subnet concerned which received from the ARP reply packet generated by said recovery packet 
generation means, and the backbone network. 

[0025] If it is in the network connection equipment concerning the next invention Furthermore, 
the 1st recovery packet generation means which generates the ARP reply packet for returning 
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the ARP table of the terminal unit connected to the subnet concerned when a subnet is 
recovered, When the contact information for returning the ARP table of the terminal unit 
connected to the subnet concerned is received from a backbone network It has the 2nd 
recovery packet generation means which generates an ARP reply packet based on the contact 
information concerned. Said ARP reply packet generation / transmitting means It is 
characterized by transmitting to a subnet the ARP reply packet generated by said 1st recovery 
packet generation means, and the ARP reply packet generated by the 2nd recovery packet 
generation means. 

[0026] In the network connection equipment concerning the next invention, it carries out that 
said contact information gathering means is equipped with a request transmitting means to 
transmit an ICMP echo request message by the broadcast address, a receiving means to receive 
an ICMP echo reply message as a response to said request, and a study means learn the 
combination of the IP address of the terminal unit in a subnet, and a MAC Address based on said 
ICMP echo reply message as the description. 
[0027] 

[Embodiment of the Invention] Below, the gestalt of operation of the network system concerning 
this invention and network connection equipment is explained at a detail based on a drawing. In 
addition, this invention is not limited by the gestalt of this operation. 

[0028] Gestalt 1. drawin g 1 of operation is drawing showing the configuration of the gestalt 1 of 
operation of the network connection equipment concerning this invention. In drawing 1 , 100 is 
network connection equipment, and 101 is the condition check section. 102 is the contact 
information gathering section and 103 is the contact information-interchange section. 104 is the 
packet transmitting section, 105 is the junction section, and 106 is a comparator. 107 is the 
Records Department which records contact information, and 108 is an ARP table. 173 is the 
packet generation section and 174 is the subnet selection section. 210 is a backbone network, 
211 is a communication path to which between network connection equipment is connected, 230 
is a subnet 291 is input/output port of a subnet, and 293 is input/output port of a backbone 
network. 

[0029] Moreover, drawin g 2 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 1 of operation. In drawing 2 , 200 is the above- 
mentioned network connection equipment 100 and network connection equipment with the same 
configuration, 231,232,233,234 is a switching hub, 221,222,227 is a terminal unit, 223 is the ARP 
table of a terminal unit 221, 224 is the ARP table of a terminal unit 222, 281,282,283 is 
input/output port of a switching hub 231, 284,285 is input/output port of a switching hub 232, 
and 286,287,288,289 is input/output port of a switching hub 233. 

[0030] Here, actuation of the above-mentioned network connection equipment is explained using 
drawin g 1 and drawing 2 . In addition, with the gestalt of this operation, the network connection 
equipments 100 and 200 take a redundant configuration, and connect a backbone network 210 
and a subnet 230. moreover, network connection equipment 100 — as a standby router — 
network connection equipment 200 — present — business — it shall operate as a router, 
respectively 

[0031] First, with network connection equipment 100, the condition check section 101 
supervises switch-on with network connection equipment 200 via a subnet 230. It is good also as 
performing this monitor using ping, and good also as carrying out by the monitor of a VRRP 
message etc. Moreover, in the condition check section 101 of network connection equipment 
100, the operating state of self-equipment is periodically transmitted to the condition check 
section 101 of network connection equipment 200 using the communication path 211 on a 
backbone network 210. or [ operating as a standby router with operating state here ] — or — 
present — business — the information which shows whether it is operating as a router is meant. 

[0032] In addition, when a backbone network 210 is an ATM (Asynchronous Transfer Mode) 
network, VC (virtual channel) is used as an example of a communication path 21 1. 
[0033] In this condition, when a terminal unit 221 and a terminal unit 222 perform data 
communication, in each terminal unit, each other IP address recognized beforehand and the 



http://www4.ipdl.ncipi.gojp/cgi-bin/tran_web_cgLejje 



2006/05/09 



ur.^v/u^.-zioz'tHo.M iUc i Mji_cl> Uc6Urar J I lONj 7/19 ^ is 

mutual MAC Address learned by ARP are registered into an ARP table. In addition, drawin g 3 is 
drawing showing an example of the entry (an IP address, MAC Address) recorded on the ARP 
table of a terminal unit 221 (in (a), (b) expresses the time of a failure for always [ forward ]) 
481a is an IP address (IP_222), 481b is a MAC Address (MAC_222), 482a is an IP address 
(IP.222), and 482b is a MAC Address (MAC.1 00). Moreover, drawin g 4 is drawing showing an 
example of the entry recorded on the ARP table of a terminal unit 222 (in (a), (b) expresses the 
time of a failure for always [ forward ]), 486a is an IP address (IP.221), 486b is a MAC Address 
(MAC.221), 487a is an IP address (IP.221 ), and 487b is a MAC Address (MAC.200). 
[0034] In a switching hub 231, the ARP packet transmitted from a terminal unit 221 is received 
in a port 282, and it learns that the terminal unit 221 is connected to the point of a port 282 
based on a transmitting agency MAC Address. Moreover, the ARP packet transmitted from a 
terminal unit 222 is received in a port 283, and it learns that the terminal unit 222 is connected 
to the point of a port 283 based on a transmitting agency MAC Address. It leams that similarly a 
terminal unit 221 is connected to the point of a port 284, and entering 222 is connected to the 
point of a port 285 in a switching hub 232, and learns that a terminal unit 221 is connected to 
the point of a port 286, and the terminal unit 222 is further connected to the point of a port 287 
in a switching hub 233. 

[0035] After learning as mentioned above, in a switching hub 231, the MAC frame addressed to 
the MAC Address of a terminal unit 221 is outputted from a port 282, and the MAC frame 
addressed to the MAC Address of a terminal unit 222 is outputted from a port 283. Drawing 5 is 
drawing showing the transmitting MAC frame from a terminal unit 221 to a terminal unit 222. In 
drawing_5 , 300a is a MAC header unit, 300b is IP frame section, 301 is a destination MAC 
Address (MAC.222). 302 is a transmitting agency MAC Address (MAC.221 ), 303 is a destination 
IP address (IP.222), and 304 is a transmitting agency IP address (IP.221). Here, the IP address of 
a terminal unit 222 is set as destination IP address 303, the learned MAC Address is set as 
destination MAC Address 301, the IP address in the end of a local is set as transmitting agency 
IP address 304, the MAC Address in the end of a local is set as transmitting agency MAC 
Address 302, and the MAC frame is transmitted to a network after that. 

[0036] And the above-mentioned MAC frame is notified to a terminal unit 222 via the ports 282 
and 283 of a switching hub 231, the ports 284 and 285 of a switching hub 232, and the ports 286 
and 287 of a switching hub 233 based on destination MAC Address 301. 

[0037] On the other hand, when a switching hub 232 breaks down and it becomes impossible to 
perform junction actuation, in the condition check section 101 of network connection equipment 
100, failure generating is recognized by failure of ping, un-arriving [ of a VRRP message ], etc., 
and collection of contact information is directed to the contact information gathering section 
102. and the communication path 21 1 — going — network connection equipment 200 — 
receiving — self-equipment — henceforth — present — business — the purport which 
operates as a router is notified. 

[0038] Drawin g_6 is drawing showing the configuration of the contact information gathering 
section 102. In drawing 6 , 441 is the request transmitting section which transmits an ICMP echo 
request message by broadcasting, 442 is a receive section which receives an ICMP echo reply 
message, and 443 is the study section which learns the combination of an IP address and a MAC 
Address. Here, actuation of the contact information gathering section 102 in network connection 
equipment 100 is explained. In addition, it operates similarly about the contact information 
gathering section 102 in network connection equipment 200. 

[0039] Moreover, drawingJ7 is drawing showing an example of a MAC frame format which stores 
the ICMP echo request message used for contact information gathering. In drawin g 7 , 451 is a 
MAC header unit, 452 is IP header unit, 453 is the ICMP message section, 454 is a destination 
MAC Address (MAC.Broadcast), 455 is a transmitting agency MAC Address (MAC.1 00), 456 is a 
destination IP address (IP.SubnetBroadcast), and 457 is a transmitting agency IP address 
(IP. 100). 

[0040] In the contact information gathering section 102 in network connection equipment 100, 
the ICMP echo request message generated because the request transmitting section 441 makes 
destination MAC Address 454 a broadcast address and makes destination IP address 456 the 
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broadcast address to a subnet 230 is transmitted to the port 291 of a subnet 230. This message 
is relayed by the switching hub 231, and is notified to a terminal unit 221. 

[0041] In the terminal unit 221 which received the ICMP echo request message, an ICMP echo 
reply message is transmitted as a response. Drawing 8 is drawing showing an example of a MAC 
frame format which stores the ICMP echo reply message used for contact information gathering. 
In drawing 8 , 461 is a MAC header unit, 462 is IP header unit, 463 is the ICMP message section, 
464 is a destination MAC Address (MACJ00), 465 is a transmitting agency MAC Address 
(MAC.221), 466 is a destination IP address (IP_100), and 467 is a transmitting agency IP address 
(IP_221). Here, the ICMP echo reply message generated by setting the IP address in the end of a 
local as transmitting agency IP address 467, and setting the MAC Address of self-equipment as 
transmitting agency MAC Address 465 as a response to an ICMP echo request message is 
transmitted. It is received by the receive section 442 of network connection equipment 100, and 
this reply message is notified to the study section 443. 

[0042] In the study section 443, the received reply message is scrutinized, the combination of 
transmitting agency IP address 467 and transmitting agency MAC Address 465 is learned, and it 
stores in the Records Department 107 and the ARP table 108 by making the study result into 
contact information. 

[0043] With the network connection equipment 100 which collected contact information by the 
contact information gathering section 102 as mentioned above, the contact information- 
interchange section 103 transmits the collected IP addresses to the communication path 21 1 on 
a backbone network 210. This contact information is notified to the contact information- 
interchange section 103 of network connection equipment 200, and is further transmitted to the 
subnet selection section 174. 

[0044] In the subnet selection section 1 74 of network connection equipment 200, based on the 
received contact information, the subnet 230 which holds the communication terminal 222 which 
may communicate with a terminal unit 221 is chosen, and the contact information concerned is 
further notified to the packet generation section 173. 

[0045] In the packet generation section 173 of network connection equipment 200, based on the 
received contact information, an ARP reply packet is generated and the packet concerned is 
transmitted to a subnet 230. Drawing 9 (a) is drawing showing an example of an ARP reply 
packet format. In drawin g 9 (a), 470a is a destination MAC Address (MAC_Broadcast), 470b is a 
transmitting agency MAC Address (MAC.200), 470c is a source hardware address (MAC.200), 
470d is a source protocol address (IP_200), 470e is a target hardware address (MAC.200), and 
470f is a target protocol address (IP.221). The IP address here included in the received contact 
information is set as target protocol address 470f. The IP address which self^network 
connection equipment 200 is using in the port 292 is set as source protocol address 470d. The 
MAC Address which self-network connection equipment 200 is using in the port 292 is set as 
source hardware address 470c, target hardware address 470e, and transmitting agency MAC 
Address 470b. A broadcast address is set as destination MAC Address 470a, and the packet 
transmitting section 104 transmits the generated ARP reply packet to a subnet 230. At this time, 
an ARP reply packet is notified to a terminal unit 222 via a switching hub 233. 
[0046] In the terminal unit 222 which received the ARP reply packet, the ARP table 224 is 
updated based on target protocol address 470f and target hardware address 470e which are 
contained in the packet concerned. Speaking concretely, updating like the entry which shows the 
entry shown in drawin g 4 (a) to (b), for example. In addition, the above renewal actuation of an 
ARP table of a terminal unit 222 is general actuation of ARP specified to IETF (Internet 
Engineering Task Force) and RFC826. Moreover, after the completion of updating actuation, with 
a terminal unit 222, when transmitting an IP packet to a terminal unit 221, MAC Address 487b is 
set as a destination MAC Address, by the switching hub 233, a port 288 will be relayed and the 
received IP packet concerned will be transmitted to network connection equipment 200. 
[0047] moreover, with network connection equipment 200, it has been sent from the condition 
check section 101 of network connection equipment 100 — " — present — business — it 
recognizes that the failure generated notice" of a purport which operates as a router in the 
subnet 230 in what the condition check section 101 receives. And in the same procedure as the 
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above-mentioned network connection equipment 100, the contact information gathering section 
102 of network connection equipment 200 collects the IP addresses of terminal units 222 and 
227 as contact information, and the contact information-interchange section 103 transmits the 
contact information concerned to network connection equipment 1 00. 

[0048] And with the network connection equipment 1 00 which received contact information, with 
the same procedure as the above-mentioned network connection equipment 200, the ARP reply 
packet shown in the ARP reply packet shown in drawing 9 (b) and (c) is generated / transmitted 
using the contact information-interchange section 103, the subnet selection section 174, the 
packet generation section 173, and the packet transmitting section 104, and the ARP table 223 
of a terminal unit 221 is updated. Speaking concretely, updating like the entry which shows the 
entry shown in drawing! R> 3 (a) to (b), for example. In addition, in drawin g 9 (b), 471a is a 
destination MAC Address (MAC.Broadcast). 471b is a transmitting agency MAC Address 
(MACJ00), and 471c is a source hardware address (MACJO0). 471 d is a source protocol 
address (IPJ00), and 47 1e is a target hardware address (MACJ00). 47 1f is a target protocol 
address (IP_222), and it sets to drawing 9 (c). 472a is a destination MAC Address 
(MAC.Broadcast). 472b is a transmitting agency MAC Address (MACJ00), and 472c is a source 
hardware address (MACJ00). 472d is a source protocol address (IP 100). 472e is a target 
hardware address (MACJ00), and 472f is a target protocol address (IP_227). 
[0049] However, a terminal unit 221 and a terminal unit 227 do not communicate, and even when 
the ARP reply packet which a terminal unit 221 shows to drawing 9 (c) when there is no entry 
equivalent to a terminal unit 227 in the ARP table 223 of a terminal unit 221 is received updating 
and an addition of the ARP table 223 are not performed. 

[0050] Since MAC Address 482b is set to the destination MAC Address of the MAC frame next 
when a terminal unit 221 transmits an IP packet to a terminal unit 222, in a switching hub 231 a 
100 ' S re ' ayed the received MAC frame is transmitted to network connection equipment 

[0051] With the network connection equipment 100 which received the MAC frame, a comparator 
106 compares the IP address currently used in the port 291, the destination IP address in the 
MAC frame concerned, and the MAC Address currently used in the port 291 and the destination 
MAC Address in the MAC frame concerned, respectively. And when a MAC Address is equal and 
IP addresses differ, the junction section 1 05 relays the IP packet section in the MAC frame to 
network connection equipment 200. 

[0052] With the network connection equipment 200 which received the IP packet, the IP packet 
concerned is set as the MAC frame, further, the MAC Address which corresponds by searching 
an ARP table based on a destination IP address is gained, the retrieval result is set as the 
destination MAC Address of the MAC frame, and the MAC frame generated here is relayed to a 
port 292. At this time, the MAC frame is notified to a terminal unit 222 via a switching hub 233 
In addition, also when a terminal unit 222 transmits an IP packet to a terminal unit 221, network 
connection equipment 200 and network connection equipment 100 are relayed to an IP packet 
by the same procedure as the above, and it is notified to a terminal unit 221. 
[0053] However, the IP address which each network connection equipment uses, and a MAC 
Address are good also as using the address which is different with each equipment, and good 
also as using the common address with protocols, such as VRRP. moreover, the case where the 
common address is used — and — present — business — while the network connection 
equipment which operates as a router is healthy, the network connection equipment which 
operates as a standby router does not communicate using the address concerned. 
[0054] Thus, even when each terminal unit in a subnet 230 is divided by failure etc., it can write 
as the configuration which communicates via a backbone network 210, and the communication 
link between the distributed terminal units can be made to continue in the gestalt of this 
operation. Moreover, when it is the same as that of the above, the ARP reply packet which the 
terminal unit connected to the subnet generated with the network connection equipment 
connected to self is written as the configuration which rewrites an ARP table in reception and 
general actuation of ARP, and a communication path can be changed, without adding special 
processing. Moreover, in the gestalt of this operation, an ICMP echo request message is 
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transmitted by the broadcast address at the time of contact information gathering, it writes as 
the configuration which collects to coincidence the ICMP echo reply messages from each 
terminal unit connected to the subnet, and contact information can be collected efficiently. 
[0055] Gestalt 2. drawing 1 0 of operation is drawing showing the configuration of the gestalt 2 of 
operation of the network connection equipment concerning this invention. In drawing 1 0 , 1 00a is 
network connection equipment, 101a is the condition check section, 103a is the contact 
information-interchange section, 174a is the subnet selection section, and 175a is the transfer 
packet generation section. Moreover, drawing 1 1 is drawing showing an example of a network 
system which used the network connection equipment of the gestalt 2 of operation. In drawing 
1_1 . 200a is network connection equipment with the same configuration as the above-mentioned 
network connection equipment 100a. In addition, about the same configuration as the gestalt 1 of 
the above-mentioned operation, the same sign is attached and the explanation is omitted. 
[0056] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 1 0 and drawing 1 1 . In addition, the gestalt of this operation explains only different 
actuation from the gestalt 1 of the above-mentioned operation. Moreover, the network 
connection equipments 100a and 200a take a redundant configuration, and the network system 
of the gestalt of this operation connects a backbone network 210 and a subnet 230. moreover, 
network connection equipment 100a — as a standby router — network connection equipment 
200a — present — business — it shall operate as a router, respectively Moreover, each network 
connection equipment shall share the virtual MAC Address (henceforth referred to as MAC_V), 
and the IP address (it is henceforth called IP_V). 

[0057] First, in network connection equipment 100a, condition check section 101a supervises 
switch-on with network connection equipment 200a via a subnet 230. this monitor — a VRRP 
message etc. — using — present — business — it carries out by receiving the periodical packet 
transmitted from a router. Moreover, in condition check section 101 of network connection 
equipment 100a a, the operating state of self-equipment is periodically transmitted to condition 
check section 101 of network connection equipment 200a a using the communication path 21 1 on 
a backbone network 210. or [ operating as a standby router with operating state here ] — or — 
present — business — the information which shows whether it is operating as a router is meant. 

[0058] For example, when a switching hub 232 breaks down and it becomes impossible to 
perform junction actuation, in condition check section 101 of network connection equipment 100a 
a, failure generating is recognized by un-arriving [ of a VRRP message ], and collection of 
contact information is directed to the contact information gathering section 1 02. and the 
communication path 21 1 — going — network connection equipment 200a — receiving — self- 
equipment henceforth — present — business — the purport which operates as a router is 
notified. 

[0059] In the contact information gathering section 1 02 (refer to drawing 6 ), with the same 
procedure as the case of the gestalt 1 of operation, the combination of a transmitting agency IP 
address and a transmitting agency MAC Address is learned, and it stores in the Records 
Department 107 and the ARP table 108 by making the result into contact information. 
[0060] In network connection equipment 100a which collected contact information by the 
contact information gathering section 1 02 as mentioned above, transfer packet generation 
section 175a generates an ARP reply packet based on the contact information concerned. 
Drawin gJ2 (a) is drawing showing an example of an ARP reply packet format. In drawing 1 2 (a), 
475a is a destination MAC Address (MAC_Broadcast), 475b is a transmitting agency MAC 
Address (MAC_V), 475c is a source hardware address (MAC.V), 475d is a source protocol 
address (IP_V), 475e is a target hardware address (MAC.V), and 475f is a target protocol address 
(IP.221). An ARP reply packet is generated by setting the IP address here included in the stored 
contact information as target protocol address 475f, setting MAC.V which is a virtual MAC 
Address, respectively as target hardware address 475e, source hardware address 475c, and 
transmitting agency MAC Address 475b, setting IP.V which is a share IP address as source 
protocol address 475d, and setting a broadcast address as destination MAC Address 475a. 
[0061] And in contact information-interchange section 103a, contact information is transmitted 
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to the communication path 21 1 of a backbone network 210 in the form of the generated ARP 
reply packet The contact information on this ARP reply packet format (it is only henceforth 
called an ARP reply packet) is notified to contact information-interchange section 103of network 
connection equipment 200a a, and is further transmitted to subnet selection section 1 74a. 
[0062] The subnet 230 which holds the communication terminal 222 which may communicate 
with a terminal unit 221 based on the received ARP reply packet in subnet selection section 
174of network connection equipment 200a a is chosen, and the ARP reply packet concerned is 
further transmitted to a subnet 230 in the packet transmitting section 104. At this time, an ARP 
reply packet is notified to a terminal unit 222 via a switching hub 233. 

[0063] In the terminal unit 222 which received the ARP reply packet, the ARP table 224 is 
updated based on target protocol address 475f and target hardware address 475e which are 
contained in the packet concerned. Drawing 1 3 is drawing showing an example of the entry after 
updating (ARP table 224), 488a is an IP address (IP.221), and 488b is a MAC Address (MAC.V). 
[0064] moreover, in network connection equipment 200a, it has been sent from condition check 
section 101 of network connection equipment 100a a — "— present — business — it recognizes 
that the failure generated notice" of a purport which operates as a router in the subnet 230 in 
what condition check section 101a receives. In the same procedure as the above-mentioned 
network connection equipment 100a, and the contact information gathering section 102 of 
network connection equipment 200a The IP addresses of terminal units 222 and 227 are 
collected as contact information. Transfer packet generation section 175a generates the ARP 
reply packet shown in the ARP reply packet shown in drawing 1 2 (b) based on the contact 
information concerned, and (c). Contact information-interchange section 103a transmits contact 
information to network connection equipment 100a in the form of the ARP reply packet 
concerned. In addition, in drawing 1 2 (b), 476a is a destination MAC Address (MAC.Broadcast). 
476b is a transmitting agency MAC Address (MAC.V), and 476c is a source hardware address 
(MAC_V). 476d is a source protocol address (IP_V) t 476e is a target hardware address (MAC.V), 
476f is a target protocol address (IP.222), and it sets to drawing 1 2 (c). 477a is a destination 
MAC Address (MAC.Broadcast). 477b is a transmitting agency MAC Address (MAC.V), and 477c 
is a source hardware address (MAC.V). 477d is a source protocol address (IP.V), 477e is a target 
hardware address (MAC.V), and 477f is a target protocol address (IP.227). 

[0065] And in the same procedure as the above-mentioned network connection equipment 200a, 
using contact information-interchange section 103a, subnet selection section 174a, and the 
packet transmitting section 104, the ARP reply packet concerned is transmitted and the ARP 
table of a terminal unit 221 is updated in network connection equipment 100a which received the 
ARP reply packet. Drawin gJ4 is drawing showing an example of the entry after updating (ARP 
table 223), 483a is an IP address (IP.222), and 483b is a MAC Address (MAC.V). 
[0066] Thus, even when each terminal unit in a subnet 230 is divided by failure etc., the ARP 
table in each terminal unit is rewritten, it can write as the configuration which communicates via 
a backbone network 210, and the communication link between the distributed terminal units can 
be made to continue in the gestalt of this operation. Moreover, when it is the same as that of the 
above, the ARP reply packet which the terminal unit connected to the subnet generated with the 
network connection equipment connected to the divided terminal unit is written as the 
configuration which rewrites an ARP table in reception and general actuation of ARP, and a 
communication path can be changed, without adding special processing. 

[0067] Gestalt 3. drawingjj of operation is drawing showing the configuration of the gestalt 3 of 
operation of the network connection equipment concerning this invention. In drawing 1 5 , 100b is 
network connection equipment, 501b is the ARP packet junction section, 107b is the Records 
Department which records contact information, 210b is a backbone network, 211b is a 
communication path to which between network connection equipment is connected, 230b is a 
subnet 291b is input/output port linked to subnet 230b, and 293b is input/output port linked to 
a backbone network 210. 

[0068] Moreover, drawingj_6 is drawing showing the configuration of the above-mentioned ARP 
packet junction section 501b. In drawing 16 , 518 is an ARP packet receive section, 519 is the 
retrieval section, 520 is the request transfer section, 521 is a backbone packet receive section, 
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522 is a reply packet transducer, 523 is the reply packet transmitting section, 524 is the subnet 
selection section, 525 is a request packet transducer, 526 is the request packet transmitting 
section, and 527 is the reply transfer section. 

[0069] Moreover, drawing 1 7 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 3 of operation. In drawing 17 , 200b is network 
connection equipment, and 240b and 250b are subnets. 504 is a subnet fragmentation part and 
211b is a communication path to which between network connection equipment is connected. 
531 is an ARP request packet transmitted from a terminal unit 221. 532 is an ARP request 
packet transmitted from network connection equipment 100b. 533 is an ARP request packet 
transmitted from network connection equipment 200b. 534 is an ARP reply packet transmitted 
from a terminal unit 222. 535 is an ARP reply packet transmitted from network connection 
equipment 200b. 536 by the ARP reply packet transmitted from network connection equipment 
100b **, 291b is input/output port linked to subnet 230of network connection equipment 100b b, 
and 292b is input/output port linked to subnet 230of network connection equipment 200b b. In 
addition, about the same configuration as the gestalt 1 of the operation explained previously, the 
same sign is attached and the explanation is omitted. 

[0070] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 1 5 , drawing 1 6 , and drawing 1 7 . In addition, the gestalt of this operation explains only 
different actuation from the gestalt 1 of the above-mentioned operation. Moreover, the network 
connection equipments 100a and 100b take a redundant configuration, and the network system 
of the gestalt of this operation connects backbone network 210b and subnet 230b. moreover, 
network connection equipment 1 00b — as a standby router — network connection equipment 
200b — present — business — as a router, it shall operate, respectively and the virtual MAC 
Address and the IP address shall be shared 

[0071] First, in network connection equipment 100b, the condition check section 101 supervises 
switch-on with network connection equipment 200b via subnet 230b like the gestalt 1 of 
operation. And when subnet 230b is divided in the subnet fragmentation part 504 and divided like 
the A section of illustration, and the B section for example, in network connection equipment 
100b, the condition check section 101 detects a failure and records the combination of an IP 
address and a MAC Address on Records Department 107b and the ARP table 108 as contact 
information in the same procedure as the gestalt 1 of the operation explained previously, then, 
network connection equipment 100b — present — business — actuation as a router is 
performed. 

[0072] For example, when the terminal unit 221 is not communicating with a terminal unit 222, 
the entry equivalent to a mutual terminal unit is not registered into the ARP table of each 
terminal unit, and in each terminal unit, even when the ARP reply packet transmitted from the 
packet transmitting section 104 is received, an entry is not added to an ARP table. 
[0073] On the other hand, when a terminal unit 221 newly communicates with a terminal unit 
222, in a terminal unit 221, the ARP request packet 531 is transmitted to a terminal unit 222. 
Drawing 1 8 is drawing showing an example of a format of an ARP request packet and an ARP 
reply packet, and especially drawing 1 8 (a) is drawing showing an example of the ARP request 
packet 531. In drawing 1 8 (a), 531a is a destination MAC Address, 531b is a transmitting agency 
MAC Address, 531c is a source hardware address, 531 d is a source protocol address, 531 e is a 
target hardware address, and 53 1f is a target protocol address. Here, a broadcast address 
(MAC_BC) is set as destination MAC Address 531a, the MAC Address (MAC 221) of a terminal 
unit 221 is set as transmitting agency MAC Address531b and source hardware address 531c, the 
IP address (IP_221) of a terminal unit 221 is set as source protocol address 531 d, and the IP 
address (IP.222) of a terminal unit 222 is set as target protocol address 531 f. 
[0074] In APR packet junction section 501of network connection equipment 100b which received 
ARP request packet 531 b, the ARP packet receive section 518 extracts target protocol address 
531f in the ARP request packet 531 concerned. And if the IP address is not an IP address 
currently used by port 291b, it will search whether there is any entry to which the retrieval 
section 519 corresponds to target protocol address 531f at the entry recorded on Records 
Department 107b. In addition, since the terminal unit 222 has connected with the B section by 
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the side of network connection equipment 200b. a retrieval result here becomes having no 
applicable entry. 

[0075] When there is no applicable entry, the ARP request packet 531 is transmitted to the 
request transfer section 520, and the ARP request packet 532 equivalent to the received ARP 
request packet 531 is transmitted to network connection equipment 200b in the request transfer 
section 520 in the retrieval section 519 through communication path 211b set up on backbone 
network 210b. Prawing_18 R> 8 (b) is drawing showing an example of the ARP request packet 
532. In drawing 1 8 (b), 532a is a destination MAC Address, 532b is a transmitting agency MAC 
Address, 532c is a source hardware address, 532d is a source protocol address, 532e is a target 
hardware address, and 532f is a target protocol address. Here, a broadcast address (MAC_BC) is 
set as destination MAC Address 532a, the MAC Address (MAC_221) of a terminal unit 22 f is set 
as transmitting agency MAC Address532b and source hardware address 532c, the IP address 
(IP_221) of a terminal unit 221 is set as source protocol address 532d, and the IP address 
(IP_222) of a terminal unit 222 is set as target protocol address 532f. 

[0076] In network connection equipment 200b which received the ARP request packet 532 the 
backbone packet receive section 521 notifies the ARP request packet 532 concerned to the 
subnet selection section 524. In the subnet selection section 524, target protocol address 532f 
is extracted from the received ARP request packet 532, and subnet 230b including the address 
concerned is chosen from the subnets which network connection equipment 200b holds. And the 
ARP request packet 532 is notified to the request packet transducer 525. 

[0077] In the request packet transducer 525 of network connection equipment 200b, transmitting 
agency MAC Address 532b of the ARP request packet 532 and source hardware address 532c 
are rewritten to a virtual MAC Address (MAC V). And in the request packet transmitting section 
526, the ARP request packet 533 after rewriting is transmitted from port 292b linked to subnet 
230b. Drawin gJ8 (c) is drawing showing an example of the ARP request packet 533. In drawin g 
18 (c), 533a is a destination MAC Address, 533b is a transmitting agency MAC Address, 533c is 
a source hardware address, 533d is a source protocol address, 533e is a target hardware 
address, and 533f is a target protocol address. Here, a broadcast address (MAC BC) is set as 
destination MAC Address 533a. a virtual MAC Address (MAC_V) is set as transmitting agency 
MAC Address533b and source hardware address 533c, the IP address (IP_221) of a terminal unit 
221 is set as source protocol address 533d, and the IP address (IP 222) of a terminal unit 222 is 
set as target protocol address 533f. 

[0078] In the terminal unit 222 which received the ARP request packet 533, the IP address of 
the terminal unit 221 stored in source protocol address 533d and the virtual MAC Address 
stored in source hardware address 533c are learned, and the study result is registered into an 
ARP table. And the ARP reply packet 534 is transmitted as a response to the received packet. 
Drawin g^ 8 - (d) is drawing showing an example of the ARP reply packet 534. In drawin g 1 8 (d) 
534a is a destination MAC Address, 534b is a transmitting agency MAC Address. 534c is a 
source hardware address, 534d is a source protocol address, 534e is a target hardware address 
and 534f is a target protocol address. Here, the virtual MA address (MAC_V) is set as destination 
MAC Address534a and target hardware address 534e, the MAC Address (MAC.222) of a terminal 
unit 222 is set as transmitting agency MAC Address534b and source hardware address 534c the 
IP address (IP_222) of a terminal unit 222 is set as source protocol address 534d, and the IP 
address (IP_221) of a terminal unit 221 is set as target protocol address 534f. 
[0079] In APR packet junction section 501 of network connection equipment 200b which received 
ARP reply packet 534 b, the ARP packet receive section 518 extracts target protocol address 
534f in the ARP reply packet 534 concerned. And if the IP address is not an IP address currently 
used by port 292b, the ARP reply packet 534 will be transmitted to the reply transfer section 
527. In the reply transfer section 527, the ARP reply packet 535 equivalent to the received ARP 
reply packet 534 is transmitted to network connection equipment 100b through communication 
path 21 1b set up on backbone network 210b. Drawing 1 8 (e) is drawing showing an example of 
the ARP reply packet 535. In drawing 18 (e), 535a is a destination MAC Address. 535b is a 
transmitting agency MAC Address, 535c is a source hardware address, 535d is a source protocol 
address, 535e is a target hardware address, and 535f is a target protocol address. Here a virtual 
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MAC Address (MAC_V) is set as destination MAC Address535a and target hardware address 
535e, the MAC Address (MAC_222) of a terminal unit 222 is set as transmitting agency MAC 
Address535b and source hardware address 535c f the IP address (IP_222) of a terminal unit 222 
is set as source protocol address 535d, and the IP address (IP_221) of a terminal unit 221 is set 
as target protocol address 535f. 

[0080] In network connection equipment 1 00b which received the ARP reply packet 535, the 
backbone packet receive section 521 notifies the ARP reply packet 535 concerned to the subnet 
selection section 524. In the subnet selection section 524, target protocol address 535f is 
extracted from the received ARP reply packet 535, and subnet 230b including the address 
concerned is chosen from the subnets which network connection equipment 100b holds. And the 
ARP reply packet 535 is notified to the reply packet transducer 522. 

[0081] In the reply packet transducer 522 of network connection equipment 100b, target 
protocol address 535f of the ARP reply packet 535 is extracted. Then, the retrieval section 519 
gains the MAC Address corresponding to the target protocol address 535f concerned, and 
rewrites destination MAC Address535a and target hardware address 535e based on the 
acquisition result. Moreover, in the reply packet transducer 522, transmitting agency MAC 
Address 535b and source hardware address 535c are rewritten to virtual MAC Address MAC_V 
currently used by port 291b. And in the reply packet transmitting section 523, the ARP reply 
packet 536 after rewriting is transmitted from port 291b linked to subnet 230b. Drawing 18 (f) is 
drawing showing an example of the ARP reply packet 536. In drawing 18 R> 8 (f), 536a is a 
destination MAC Address, 536b is a transmitting agency MAC Address, 536c is a source 
hardware address, 536d is a source protocol address, 536e is a target hardware address, and 
536f is a target protocol address. Here, the MAC Address (MAC.221) of a terminal unit 221 is 
set as destination MAC Address536a and target hardware address 536e, a virtual MAC Address 
(MAC_V) is set as transmitting agency MAC Address536b and source hardware address 536c, 
the IP address (IP.222) of a terminal unit 222 is set as source protocol address 536d, and the IP 
address (IP.221) of a terminal unit 221 is set as target protocol address 536f. 
[0082] In the terminal unit 221 which received the ARP reply packet 536, the virtual MAC 
Address stored in source hardware address 536c is learned as a MAC Address corresponding to 
the IP address of a terminal unit 222, and it registers with an ARP table. 
[0083] Henceforth, packet transmission to a terminal unit 222 from a terminal unit 221 is 
performed to a virtual MAC Address, and it is the same procedure as the gestalt 1 of operation, 
and hooks up to the network connection equipments 100b and 200b. Moreover, also with the 
packet transmission to a terminal unit 221 from a terminal unit 222, since the virtual MAC 
Address is registered into the ARP table, it is carried out to a virtual MAC Address. Thereby, a 
mutual communication link is attained. 

[0084] Thus, in the gestalt of this operation, even when subnet 230b is divided, each network 
connection equipment can write as the configuration which relays an ARP packet via a backbone 
network, and it can newly communicate between the divided terminal units with which the entry 
is not registered from the first. Moreover, in the gestalt of this operation, address solution can 
be performed through a backbone network also with the terminal unit set up so that it might not 
answer to the ICMP request message transmitted to the broadcast address. Moreover, in the 
terminal unit connected to the subnet, it is transmitting and receiving an ARP request packet 
and an ARP response packet, and since an ARP table is updated, the communication link using a 
backbone network is attained, without adding special processing. 

[0085] Gestalt 4. drawing 1 9 of operation is drawing showing the configuration of the gestalt 4 of 
operation of the network connection equipment concerning this invention. In drawin g 19 , 100c is 
network connection equipment, 101c is the condition check section, 103c is the contact 
information-interchange section, 104c is the packet transmitting section, 107c is the Records 
Department, 174c is the subnet selection section, 175c is the transfer packet generation 
section, and 641c is the recovery packet generation section, in addition, about above-mentioned 
network connection equipment 100c, condition check section 101c, contact information- 
interchange section 103c, packet transmitting section 104c, Records Department 107c, subnet 
selection section 174c, and transfer packet generation section 175c It is premised on including 
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the same function as the condition check section in the gestalten 1 or 2 of the operation 
previously explained, respectively in addition to the characteristic function in the gestalt of this 
operation, the contact information-interchange section, the packet transmitting section, the 
Records Department, the subnet selection section, and the transfer packet generation section. 
[0086] Moreover, drawing 20 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 4 of operation. In drawing 20 , 200c is network 
connection equipment. In addition, about the same configuration as the gestalten 1 or 2 of the 
operation explained previously, the same sign is attached and the explanation is omitted. 
[0087] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 19 and drawing 20 . In addition, the gestalt of this operation explains only different 
actuation from the gestalten 1 or 2 of the operation explained previously. Moreover, the network 
connection equipments 100c and 200c take a redundant configuration, and the network system 
of the gestalt of this operation connects a backbone network 210 and a subnet 230. moreover — 
the gestalt of this operation — network connection equipment 100c — as a standby router — 
network connection equipment 200c — present — business — as a router, it operates, 
respectively and is further premised on the condition that the switching hub 232 broke down. 
Namely, it is premised on the condition that the entry shown in the ARP table 223 of a terminal 
unit 221 at drawing 21 (a) was registered in the same procedure as the gestalt 2 of operation, 
the entry shown in the ARP table 224 of a terminal unit 222 at drawing 22 (a) was registered, the 
entry shown in drawing 23 was registered into Records Department 107of network connection 
equipment 100c c, and the entry shown in drawing 24 was registered into Records Department 
107of network connection equipment 200c c. 

[0088] However, drawing 21 is drawing showing an example of the entry recorded on the ARP 
table of a terminal unit 221, in the entry at the time of failure generating shown in drawing 21 (a), 
625a is an IP address, 626a is [ 625b is a MAC Address, ] an IP address in the entry of forward 
always shown in drawing 21 (b), and 626b is a MAC Address. Moreover, drawing 22 is drawing 
showing an example of the entry recorded on the ARP table of a terminal unit 222, in the entry 
at the time of failure generating shown in drawing 22 (a), 627a is an IP address, 628a is [ 627b is 
a MAC Address, ] an IP address in the entry of forward always shown in drawing 22 (b), and 628b 
is a MAC Address. Moreover, drawing 23 is the example of the entry recorded on Records 
Department 107of network connection equipment 100c c, in d rawing 23 , 652a is an IP address 
and 652b is a MAC Address. Moreover, drawing 24 is the example of the entry recorded on 
Records Department 107of network connection equipment 200c c, in drawin g 24 , 653a is an IP 
address and 653b is a MAC Address. 

[0089] In this condition, if a switching hub 232 is recovered, in condition check section 101 of 
network connection equipment 100c c, the flow of ping, the VRRP message reception from 
network connection equipment 200c, etc. will detect failure recovery of a subnet 230, and the 
purport to which self-equipment operates as a standby router to network connection equipment 
200c via a communication path 211 will be notified. 

[0090] In network connection equipment 200c which received the above-mentioned notice, 
condition check section 101c notifies that to recovery packet generation section 641c. In 
recovery packet generation section 641c, an ARP reply packet is generated with reference to 
Records Department 107c of self-equipment based on an entry. Drawing 25 is drawing showing 
an example of an ARP reply packet format, the ARP reply packet of network connection 
equipment 100c shown in drawing 25 (a) — it is, 660a is a destination MAC Address, 660b is a 
transmitting agency MAC Address, 660c is a source hardware address, 660d is a source protocol 
address, 660e is a target hardware address, and 660f is a target protocol address, the ARP reply 
packet of network connection equipment 200c shown in drawing 25 (b) — it is, 661a is a 
destination MAC Address, 661b is a transmitting agency MAC Address, 661c is a source 
hardware address, 661 d is a source protocol address, 661 e is a target hardware address, and 
661f is a target protocol address. 

[0091] Here, as shown in drawing 25 (b), IP address 653a (IP_222) is set as target protocol 
address 661f. MAC Address 653b (MAC_222) is set as target hardware address 661 e. The IP 
address (IPJV) currently used for source protocol address 661 d in the port 292 is set up. The 
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virtual MAC Address (MAC_V) currently used for source hardware address 661c and transmitting 
agency MAC Address 661b in the port 292 is set up, and a broadcast address (MAC.Broadcast) 
is set as destination MAC Address 661a. 

[0092] In packet transmitting section 104of network connection equipment 200c c, the ARP 
reply packet generated as mentioned above is transmitted from a port 292. 
[0093] At this time, the entry of the ARP table shown in drawing 21 (a) is updated like drawing 
21 (b) with the terminal unit 221 which received the ARP reply packet based on target hardware 
address 661 e and target protocol address 661 f contained in the packet concerned. 
[0094] On the other hand, since network connection equipment 100c becomes a standby router, 
it cannot perform the communication link which used the virtual address on the subnet 230. 
Then, the information which network connection equipment 100c holds is transmitted to network 
connection equipment 200c, and an ARP reply packet is transmitted from network connection 
equipment 200c. Speaking concretely, by network connection equipment 100c, transfer packet 
generation section 175c's generating an ARP reply packet based on the entry currently recorded 
on Records Department 107c, if condition check section 101c detects failure recovery of a 
subnet 230. Here, as shown in drawing 25 (a), IP address 652a (IPJ221) is set as target protocol 
address 660f, MAC Address 652b (MAC_221) is set as target hardware address 660e, a virtual IP 
address (IP_V) is set as source protocol address 660d, a virtual MAC Address (MAC_V) is set as 
source hardware address 660c and transmitting agency MAC Address 660b, and a broadcast 
address (MAC.Broadcast) is set as destination MAC Address 660a. 

[0095] In contact information-interchange section 103of network connection equipment 100c c, 
contact information is transmitted to network connection equipment 200c in the form of the 
ARP reply packet generated as mentioned above. 

[0096] In network connection equipment 200c which received the above-mentioned contact 
information, i.e., an ARP reply packet, since subnet selection section 1 74c is reception from a 
backbone network 210 and a transmitting agency MAC Address is a virtual MAC Address of a 
port 292, it identifies that the destination is a subnet 230. And in packet transmitting section 
104c, the packet concerned is transmitted from a port 292. 

[0097] In the terminal unit 222 which received the ARP reply packet, the entry of the ARP table 
shown in drawing 22 (a) is updated like drawing 22 (b) based on target hardware address 660e 
and target protocol address 660f contained in the packet concerned. 

[0098] Thus, in the gestalt of this operation, when the failure of a subnet 230 is recovered, each 
terminal unit can write as the configuration which rewrites the entry of the ARP table updated 
by the failure in the condition (always [ forward ]) of a basis, and can continue the 
communication link between terminal units by direct assignment of a mutual MAC Address 
henceforth. Moreover, in the gestalt of this operation, it writes as the configuration which 
rewrites an ARP table by general actuation of ARP, and each terminal unit connected to the 
subnet 230 can choose a communication path, without adding special processing. 
[0099] Gestalt 5. drawin g 26 of operation is drawing showing the configuration of the gestalt 5 of 
operation of the network connection equipment concerning this invention. In drawing 26 , 100d is 
network connection equipment, 103d is the contact information-interchange section, 173d is the 
packet generation section, and 174d is the subnet selection section. 

[0100] Moreover, drawing 27 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 5 of operation. In drawing 27 , 200d is network 
connection equipment. In addition, about the same configuration as the gestalten 1-4 of the 
operation explained previously, the same sign is attached and the explanation is omitted. 
[0101] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 26 and drawing 27 . In addition, the gestalt of this operation explains only different 
actuation from the gestalten 1-4 of the operation explained previously. Moreover, the network 
system of the gestalt of this operation takes 100d of network connection equipment, and a 
configuration with redundant 200d, and connects a backbone network 210 and a subnet 230. 
moreover — the gestalt of this operation — 100d of network connection equipment — as a 
standby router — 200d of network connection equipment — present — business — as a router, 
it operates, respectively and is further premised on the condition that the switching hub 232 
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broke down. Namely, it is premised on the condition that the entry shown in the ARP table 223 
of a terminal unit 221 at drawing 21 (a) was registered in the same procedure as the gestalt 2 of 
operation, the entry shown in the ARP table 224 of a terminal unit 222 at drawin g 22 (a) was 
registered, the entry shown in drawing 23 was registered into Records Department 107of 
network connection equipment 100c c, and the entry shown in drawing 24 R> 4 was registered 
into Records Department 107of network connection equipment 200c c. 

[0102] In this condition, if a switching hub 232 is recovered, by 100d of network connection 
equipment, the ARP reply packet shown in drawing 25 will be generated like the gestalt 4 of the 
above-mentioned operation, and the ARP reply packet concerned will be transmitted from a port 
292. And in a terminal unit 221, the entry of the ARP table shown in drawing 2121 (a) is updated 
like drawing 21 (b). 

[0103] On the other hand, since 100d of network connection equipment serves as a standby 
router, it cannot perform the communication link which used the virtual address on the subnet 
230. So, with 200d of network connection equipment, if condition check section 101c detects 
failure recovery of a subnet 230, 103d of contact information-interchange sections will generate 
contact information based on the entry currently recorded on Records Department 107c, and 
they will transmit the contact information concerned to 200d of network connection equipment. 
That is, with reference to the contents of the entry of drawing 23 , IP address 652a and MAC 
Address 652b are transmitted as contact information. 

[0104] At 103d of contact information-interchange sections of 200d of network connection 
equipment which received contact information, the IP address included in the information 
concerned is transmitted to 174d of subnet selection sections, and in 174d of subnet selection 
sections, the subnet 230 in which the received IP address is included is chosen from the subnets 
which 100d of network connection equipment holds, and it notifies to 173d of packet generation 
sections. 

[0105] In 173d of packet generation sections of 200d of network connection equipment, as 
shown in drawing 25 (a), an ARP reply packet is generated. And in packet transmitting section 
104c, the received ARP reply packet is transmitted from a port 292. 

[0106] In the terminal unit 222 which received the ARP reply packet, the entry of the ARP table 
shown in drawing 22 (a) is updated like drawing 22 (b) based on target hardware address 660e 
and target protocol address 660f contained in the packet concerned. 

[0107] Thus, while writing as contact information as the configuration which sends only the 
combination of an IP address and a MAC Address and acquiring the same effectiveness as the 
gestalt 4 of the above-mentioned operation, as compared with the case where an ARP packet is 
transmitted, the traffic volume of a backbone network is sharply reducible in the gestalt of this 
operation, further. Moreover, in the gestalt of this operation, by the case where an ARP reply 
packet is generated based on the entry recorded on the Records Department of self-equipment, 
and the case where an ARP reply packet is generated based on the contact information acquired 
from other network connection equipments, since processing is the same, mounting can be 
simplified. 
[0108] 

[Effect of the Invention] As mentioned above, even when each terminal unit in a subnet is 
divided by failure etc. according to this invention as explained, the effectiveness of the ability to 
write as the configuration which communicates via a backbone network, and make the 
communication link between the distributed terminal units continuing is done so. Moreover, when 
it is the same as that of the above, the terminal unit connected to the subnet writes the ARP 
reply packet generated with the network connection equipment connected to self as the 
configuration which rewrites an ARP table in reception and general actuation of ARP, and does 
so the effectiveness that a communication path can be changed without adding special 
processing. 

[0109] According to the next invention, even when a subnet is divided, the effectiveness that 
each network connection equipment can write as the configuration which relays an ARP packet 
via a backbone network, and can newly communicate between the divided terminal units with 
which the entry is not registered from the first is done so. Moreover, the effectiveness that 
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address solution can be performed through a backbone network also with the terminal unit set 
up so that it might not answer to the ICMP request message transmitted to the broadcast 
address is done so. Moreover, in the terminal unit connected to the subnet, it is transmitting and 
receiving an ARP request packet and an ARP response packet, and in order to update an ARP 
table, the effectiveness that the communication link using a backbone network is attained 
without adding special processing is done so. 

[0110] According to the next invention, even when each terminal unit in a subnet is divided by 
failure etc., the ARP table in each terminal unit is rewritten, and the effectiveness of the ability 
to write as the configuration which communicates via a backbone network, and make the 
communication link between the distributed terminal units continuing is done so. Moreover, the 
terminal unit connected to the subnet when it was the same as that of the above writes the 
ARP reply packet generated with the network connection equipment connected to the divided 
terminal unit as the configuration which rewrites an ARP table in reception and general actuation 
of ARP, and does so the effectiveness that a communication path can be changed without 
adding special processing. 

[01 11] According to the next invention, when the failure of a subnet is recovered, each terminal 
unit writes as the configuration which rewrites the entry of the ARP table updated by the failure 
in the condition (always [ forward ]) of a basis, and does so henceforth the effectiveness that 
the communication link between terminal units is continuable, by direct assignment of a mutual 
MAC Address. Moreover, each terminal unit connected to the subnet writes as the configuration 
which rewrites an ARP table by general actuation of ARP, and does so the effectiveness that a 
communication path can be chosen without adding special processing. 

[01 12] According to the next invention, it writes as contact information as the configuration 
which sends only the combination of an IP address and a MAC Address, and the effectiveness 
that the traffic volume of a backbone network is sharply reducible further as compared with the 
case where an ARP packet is transmitted is done so. Moreover, by the case where an ARP reply 
packet is generated based on the contact information collected with self-equipment, and the 
case where an ARP reply packet is generated based on the contact information acquired from 
other network connection equipments, since processing is the same, the effectiveness that 
mounting can be simplified is done so. 

[01 13] According to the next invention, an ICMP echo request message is transmitted by the 
broadcast address at the time of contact information gathering, it writes as the configuration 
which collects to coincidence the ICMP echo reply messages from each terminal unit connected 
to the subnet, and the effectiveness that contact information is efficiently collectable is done so. 

[0114] According to the next invention, even when each terminal unit in a subnet is divided by 
failure etc., the effectiveness of the ability to write as the configuration which communicates via 
a backbone network, and make the communication link between the distributed terminal units 
continuing is done so. 

[01 15] According to the next invention, even when a subnet is divided, the effectiveness that 
each network connection equipment can write as the configuration which relays an ARP packet 
via a backbone network, and can newly communicate between the divided terminal units with 
which the entry is not registered from the first is done so. Moreover, the effectiveness that 
address solution can be performed through a backbone network also with the terminal unit set 
up so that it might not answer to the ICMP request message transmitted to the broadcast 
address is done so. 

[01 16] According to the next invention, even when each terminal unit in a subnet is divided by 
failure etc., the ARP table in each terminal unit is rewritten, and the effectiveness of the ability 
to write as the configuration which communicates via a backbone network, and make the 
communication link between the distributed terminal units continuing is done so. 
[01 17] According to the next invention, when the failure of a subnet is recovered, it writes as 
the configuration controlled to rewrite the entry of the ARP table on which each terminal unit 
was updated by the failure in the condition (always [ forward ]) of a basis, and the effectiveness 
that the communication link between terminal units is continuable is henceforth done so by 
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direct assignment of a mutual MAC Address. 

[01 18] According to the next invention, it writes as contact information as the configuration 
which sends only the combination of an IP address and a MAC Address, and the effectiveness 
that the traffic volume of a backbone network is sharply reducible further as compared with the 
case where an ARP packet is transmitted is done so. Moreover, by the case where an ARP reply 
packet is generated based on the contact information collected with self-equipment, and the 
case where an ARP reply packet is generated based on the contact information acquired from 
other network connection equipments, since processing is the same, the effectiveness that 
mounting can be simplified is done so. 

[0119] According to the next invention, an ICMP echo request message is transmitted by the 
broadcast address at the time of contact information gathering, it writes as the configuration 
which collects to coincidence the ICMP echo reply messages from each terminal unit connected 
to the subnet, and the effectiveness that contact information is efficiently collectable is done so. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL FIELD 



[Field of the Invention] This invention relates to the network system and network connection 
equipment between the terminals at the time of subnet fragmentation which can relieve a 
communication link especially about the network system equipped with two or more network 
connection equipments which make redundancy connection of a backbone network and the 
subnet. 
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* NOTICES * 
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PRIOR ART 



[Description of the Prior Art] Hereafter, the conventional technique is explained. In IP (Internet 
Protocol) network, other networks and the divided subnet communicate with the exterior of the 
subnet concerned via a router with a router. However, since it becomes impossible to 
communicate with the exterior of a subnet when a router breaks down, generally performing 
redundancy-ization of a communication path using two or more routers is known. 
[0003] As a system which performs redundancy-ization of a communication path using two or 
more routers, "the router network which has Subordinate's LAN relief function in a router 
failure" of a publication is in JP,1 1-261 620,A, for example. Drawing 28 R> 8 is drawing showing 
the conventional structure of a system, drawin g 28 — setting — 10 — present — business — it 
is a router, 11 is a substitute router, 12 is other routers, 13 is an ATM network, and 14 is the 
subnet by which the router was redundancy-ized. 

[0004] a technique given [ above-mentioned ] in an official report — a subnet 14 — one — 
present — business — a router 10 — present — business — substitute router 1 1 with an 
another router 10 is prepared, this time — present — business — the network environment of a 
router 10 — the substitute router 1 1 — beforehand — setting up — the substitute router 1 1 — 
a ping packet etc. — present — business — a router 10 is supervised, and — present — 
business — the case where a router 10 becomes a failure — present — business — the MAC 
(Media Access Control) address which was being used with the router 10 — the substitute 
router 1 1 — succeeding — the substitute router 1 1 — present — business — it takes the place 
and operates to a router 10. if it says concretely — present — business — the case where a 
router 10 becomes a failure — the substitute router 1 1 — present — business — the physical 
address currently used with the router 10 is succeeded, and junction of the communication link 
frame to the outside of a subnet is executed by proxy. Thereby, the connectability of a subnet 
14 and other subnets is securable. 

[0005] Moreover, as a system which performs redundancy-ization of a communication path using 
two or more routers, there is a network system which used VRRP (Virtual Router Redundancy 
Protocol, Internet Engineering Task Force:IETF RFC2338) in addition to the above. 
[0006] Two or more routers constitute a virtual router, and VRRP shares a virtual MAC Address 
and a common IP address, present — business — a router transmits a VRRP message into a 
subnet periodically — a virtual MAC Address and an IP address — a standby router — notifying 
— present — business — of a router is made to know on the other hand — a standby 

router — fixed time amount — present — business — there is no arrival of the VRRP message 
from a router — having — present — business — the failure of a router is detected and 
substitute actuation is performed using a virtual MAC Address and an IP address. 
[0007] Drawin g 29 is drawing showing the configuration of the network system which used VRRP. 
In drawing 29 , 20 and 21 are routers, 23, 24, and 25 are switching hubs, 26 and 27 are terminal 
units, 28 is a subnet, and 29 is a backbone network. 

[0008] Moreover, drawin g 30 is drawing showing the outline of an ARP (Address Resolution 
Protocol) reply packet format in which it is used by VRRP. In drawin g 30 , 30a is a destination 
MAC Address (MAC.DA), 30b is a transmitting agency MAC Address (MAC_SA), 30c is a source 
hardware address (solvent refined coal_MAC_ADDR), 30d is a source protocol address (solvent 
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refined coal_IP_ADDR), 30e is a target hardware address (TAGT_MAC_ADDR), and 30f is a target 
protocol address (TAGTJP.ADDR). 

[0009] In terminal units 26 and 27, if the virtual MAC Address is set up as a default route, the 
communication link frame to the outside of a subnet will be transmitted to a virtual MAC 
Address, for example, the router 20 — present — business — as a router, when the router 21 is 
operating as a standby router, a router 20 relays a communication link frame. 
[0010] and — present — business — failure of a router 20 transmits the ARP reply packet 
shown in drawing 30 to a subnet 28 in the standby router 21. That is, in the standby router 21, a 
virtual MAC Address is stored in transmitting agency MAC Address30b and source hardware 
address 30c, a share IP address is stored in source protocol address 30d, a broadcast address is 
stored in destination MAC Address 30a, and an ARP reply packet is transmitted to a subnet 28 
in this condition. 

[0011] Moreover, in each switching hub, the above-mentioned ARP reply packet is received and 
transmitted, it learns that the equipment of a virtual MAC Address is in the port of the direction 
of a router 21, and the MAC frame addressed to a virtual MAC Address is henceforth 
transmitted in the direction of a router 21. thereby — present — business — when a router 20 
breaks down, the connectability of a subnet 27 and other subnets can be secured. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer So the translation may not reflect the original 
precisely. 

2.** ** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



EFFECT OF THE INVENTION 



[Effect of the Invention] As mentioned above, even when each terminal unit in a subnet is 
divided by failure etc. according to this invention as explained, the effectiveness of the ability to 
write as the configuration which communicates via a backbone network, and make the 
communication link between the distributed terminal units continuing is done so. Moreover, when 
it is the same as that of the above, the terminal unit connected to the subnet writes the ARP 
reply packet generated with the network connection equipment connected to self as the 
configuration which rewrites an ARP table in reception and general actuation of ARP, and does 
so the effectiveness that a communication path can be changed without adding special 
processing. 

[0109] According to the next invention, even when a subnet is divided, the effectiveness that 
each network connection equipment can write as the configuration which relays an ARP packet 
via a backbone network, and can newly communicate between the divided terminal units with 
which the entry is not registered from the first is done so. Moreover, the effectiveness that 
address solution can be performed through a backbone network also with the terminal unit set 
up so that it might not answer to the ICMP request message transmitted to the broadcast 
address is done so. Moreover, in the terminal unit connected to the subnet, it is transmitting and 
receiving an ARP request packet and an ARP response packet, and in order to update an ARP 
table, the effectiveness that the communication link using a backbone network is attained 
without adding special processing is done so. 

[0110] According to the next invention, even when each terminal unit in a subnet is divided by 
failure etc., the ARP table in each terminal unit is rewritten, and the effectiveness of the ability 
to write as the configuration which communicates via a backbone network, and make the 
communication link between the distributed terminal units continuing is done so. Moreover, the 
terminal unit connected to the subnet when it was the same as that of the above . writes the 
ARP reply packet generated with the network connection equipment connected to the divided 
terminal unit as the configuration which rewrites an ARP table in reception and general actuation 
of ARP, and does so the effectiveness that a communication path can be changed without 
adding special processing. 

[01 1 1] According to the next invention, when the failure of a subnet is recovered, each terminal 
unit writes as the configuration which rewrites the entry of the ARP table updated by the failure 
in the condition (always [ forward ]) of a basis, and does so henceforth the effectiveness that 
the communication link between terminal units is continuable, by direct assignment of a mutual 
MAC Address. Moreover, each terminal unit connected to the subnet writes as the configuration 
which rewrites an ARP table by general actuation of ARP, and does so the effectiveness that a 
communication path can be chosen without adding special processing. 

[01 12] According to the next invention, it writes as contact information as the configuration 
which sends only the combination of an IP address and a MAC Address, and the effectiveness 
that the traffic volume of a backbone network is sharply reducible further as compared with the 
case where an ARP packet is transmitted is done so. Moreover, by the case where an ARP reply 
packet is generated based on the contact information collected with self-equipment, and the 
case where an ARP reply packet is generated based on the contact information acquired from 
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other network connection equipments, since processing is the same, the effectiveness that 
mounting can be simplified is done so. 

[01 13] According to the next invention, an ICMP echo request message is transmitted by the 
broadcast address at the time of contact information gathering, it writes as the configuration 
which collects to coincidence the ICMP echo reply messages from each terminal unit connected 
to the subnet, and the effectiveness that contact information is efficiently collectable is done so. 

[01 14] According to the next invention, even when each terminal unit in a subnet is divided by 
failure etc., the effectiveness of the ability to write as the configuration which communicates via 
a backbone network, and make the communication link between the distributed terminal units 
continuing is done so. 

[01 15] According to the next invention, even when a subnet is divided, the effectiveness that 
each network connection equipment can write as the configuration which relays an ARP packet 
via a backbone network, and can newly communicate between the divided terminal units with 
which the entry is not registered from the first is done so. Moreover, the effectiveness that 
address solution can be performed through a backbone network also with the terminal unit set 
up so that it might not answer to the ICMP request message transmitted to the broadcast 
address is done so. 

[01 16] According to the next invention, even when each terminal unit in a subnet is divided by 
failure etc., the ARP table in each terminal unit is rewritten, and the effectiveness of the ability 
to write as the configuration which communicates via a backbone network, and make the 
communication link between the distributed terminal units continuing is done so. 
[01 17] According to the next invention, when the failure of a subnet is recovered, it writes as 
the configuration controlled to rewrite the entry of the ARP table on which each terminal unit 
was updated by the failure in the condition (always [ forward ]) of a basis, and the effectiveness 
that the communication link between terminal units is continuable is henceforth done so by 
direct assignment of a mutual MAC Address. 

[01 18] According to the next invention, it writes as contact information as the configuration 
which sends only the combination of an IP address and a MAC Address, and the effectiveness 
that the traffic volume of a backbone network is sharply reducible further as compared with the 
case where an ARP packet is transmitted is done so. Moreover, by the case where an ARP reply 
packet is generated based on the contact information collected with self-equipment, and the 
case where an ARP reply packet is generated based on the contact information acquired from 
other network connection equipments, since processing is the same, the effectiveness that 
mounting can be simplified is done so. 

[01 19] According to the next invention, an ICMP echo request message is transmitted by the 
broadcast address at the time of contact information gathering, it writes as the configuration 
which collects to coincidence the ICMP echo reply messages from each terminal unit connected 
to the subnet, and the effectiveness that contact information is efficiently collectable is done so. 
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TECHNICAL PROBLEM 



[Problem(s) to be Solved by the Invention] However, in the above and the system by which 
redundancy connection of two or more routers was made, when a subnet was divided, in spite of 
having connected physically each terminal unit linked to a separate segment via other networks, 
there was a problem of it becoming impossible to perform a mutual communication link. 
[0013] For example, in drawing 29 , when a switching hub 24 breaks down, the ARP request 
packet from a terminal unit 26 to a terminal unit 27 cannot communicate by flowing becoming 
impossible. Moreover, although a terminal unit 26 sets the MAC Address of a terminal unit 27 as 
a destination MAC Address and transmits the packet to a terminal unit 27 about the case where 
the entry of a terminal unit 27 is stored in the ARP table of a terminal unit 26, the junction of 
the packet concerned will become impossible by failure of a switching hub 24, and a 
communication link will stop. 

[0014] This invention is made in view of the above, and in the system by which redundancy 
connection of a subnet and other networks was made, when each terminal is divided by failure 
within a subnet, it aims at obtaining the network connection equipment which can continue the 
communication link between terminals. 
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MEANS 



[Means for Solving the Problem] If it is in the network system concerning this invention in order 
to solve the technical problem mentioned above and to attain the purpose A backbone network 
and the subnet which holds two or more terminal units, It has two or more network connection 
equipments which make redundancy connection of a backbone network and the subnet. Said 
each network connection equipment Switch-on with other network connection equipments 
connected to the same subnet using the subnet and the backbone network is supervised. With a 
house keeping means (equivalent to the condition check section 101 of the gestalt of operation 
mentioned later) to direct collection of contact information when the condition that each 
terminal unit in a subnet is divided has been recognized, and collection directions of contact 
information A contact information gathering means to collect the IP addresses and MAC 
Addresses of all terminal units on the same subnet as contact information (equivalent to the 
contact information gathering section 102), A contact information-interchange means to 
exchange the collected contact information for other network connection equipments connected 
to the same subnet using a backbone network (equivalent to the contact information- 
interchange section 103), A subnet selection means to choose a subnet based on the equipment 
initial entry received from other network connection equipments (equivalent to the subnet 
selection section 174), An ARP reply packet generation / transmitting means to transmit to the 
subnet which the ARP reply packet was generated [ subnet ] based on said contact information, 
and had the ARP reply packet concerned chosen (equivalent to the packet generation section 
173 and the packet transmitting section 104), A comparison means to compare a destination IP 
address with the IP address which self-equipment has when an IP packet is received from a 
terminal unit (equivalent to a comparator 106), An IP packet transmitting means to transmit said 
IP packet to other network equipment through a backbone network when each IP addresses 
differ (equivalent to the junction section 105), A preparation and said each terminal unit update 
an ARP table based on the received ARP reply packet, and are henceforth characterized by 
communicating with the divided terminal unit through a backbone network. 

[0016] If it is in the network system concerning the next invention Furthermore, an ARP packet 
receiving means to receive an ARP request packet or an ARP reply packet from a subnet, and to 
extract a target protocol address from the packet concerned (equivalent to the ARP packet 
receive section 518), When said ARP packet receiving means receives an ARP request packet 
The 1st retrieval means which searches whether the information applicable to the target 
protocol address concerned was included in said collected contact information (equivalent to the 
Banking Inspection Department 519), A request transfer means to transmit said ARP request 
packet to a backbone network when said information is not included (equivalent to the request 
transfer section 520), A reply transfer means to transmit the ARP reply packet concerned to a 
backbone network when said ARP packet receiving means receives an ARP reply packet 
(equivalent to the reply transfer section 527), A backbone packet receiving means to receive an 
ARP request packet or an ARP reply packet from a backbone network (equivalent to the 
backbone packet receive section 521), A target protocol address is extracted from the ARP 
packet which received. A subnet selection means to choose the subnet in which the target 
protocol address concerned is contained from the single to hold or two or more subnets 
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(equivalent to the subnet selection section 524), When said backbone packet receiving means 
receives an ARP request packet The request packet conversion means which rewrites the 
transmitting agency MAC Address and source hardware address of the packet concerned to a 
virtual MAC Address (equivalent to the request packet transducer 525), A request packet 
transmitting means to transmit to the subnet which had the ARP request packet after rewriting 
chosen (equivalent to the request packet transmitting section 526), When said backbone packet 
receiving means receives an ARP reply packet The 2nd retrieval means which searches a MAC 
Address based on the target protocol address which said subnet selection means extracted 
(equivalent to the retrieval section 519), A destination MAC Address and a target hardware 
address are rewritten to the MAC Address which it is as a result of retrieval. The reply packet 
conversion means which rewrites a source hardware address to a virtual MAC Address 
(equivalent to the reply packet transducer 522), It is characterized by having a reply packet 
transmitting means (equivalent to the reply packet transmitting section 523) to transmit to the 
subnet which had the ARP reply packet after rewriting chosen. 

[0017] If it is in the network system concerning the next invention A backbone network and the 
subnet which holds two or more terminal units, It has two or more network connection 
equipments which make redundancy connection of a backbone network and the subnet. Said 
each network connection equipment Switch-on with other network connection equipments 
connected to the same subnet using the subnet and the backbone network is supervised. With a 
house keeping means (equivalent to condition check section 101a) to direct collection of contact 
information when the condition that each terminal unit in a subnet is divided has been 
recognized, and collection directions of contact information A contact information gathering 
means to collect the IP addresses and MAC Addresses of all terminal units on the same subnet 
as contact information, A packet generation means to generate an ARP reply packet based on 
the collected contact information (equivalent to transfer packet generation section 175a) f The 
packet operator stage which exchanges the generated ARP reply packet for other network 
connection equipments connected to the same subnet using a backbone network (equivalent to 
contact information-interchange section 103a), A subnet selection means to choose a subnet 
based on the ARP reply packet received from other network connection equipments (equivalent 
to subnet selection section 174a), An ARP reply packet transmitting means to transmit to the 
subnet which had said ARP reply packet chosen (equivalent to the packet transmitting section 
104), A comparison means to compare a destination IP address with the IP address which self- 
equipment has when an IP packet is received from a terminal unit, An IP packet transmitting 
means to transmit said IP packet to other network equipment through a backbone network when 
each IP addresses differ, A preparation and said each terminal unit update an ARP table based 
on the received ARP reply packet, and are henceforth characterized by communicating with the 
divided terminal unit through a backbone network 

[0018] If it is in the network system concerning the next invention Furthermore, a recovery 
packet generation means to generate the ARP reply packet for returning the ARP table of the 
terminal unit connected to the subnet concerned when a subnet is recovered (equivalent to 
recovery packet generation section 641c), A preparation and said ARP reply packet transmitting 
means The ARP reply packet generated by said recovery packet generation means, And the ARP 
reply packet for returning the ARP table of the terminal unit connected to the subnet concerned 
which received from the backbone network, It is characterized by for said each terminal unit 
returning an ARP table based on the received ARP reply packet, and communicating by 
transmitting to a subnet and specifying each other MAC Address directly between the terminal 
units on the same subnet henceforth. 

[0019] If it is in the network system concerning the next invention Furthermore, the 1st recovery 
packet generation means which generates the ARP reply packet for returning the ARP table of 
the terminal unit connected to the subnet concerned when a subnet is recovered (equivalent to 
recovery packet generation section 641c), When the contact information for returning the ARP 
table of the terminal unit connected to the subnet concerned is received from a backbone 
network The 2nd recovery packet generation means which generates an ARP reply packet based 
on the contact information concerned (equivalent to 173d of packet generation sections), A 
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preparation and said ARP reply packet generation / transmitting means The ARP reply packet 
generated by said 1st recovery packet generation means, The ARP reply packet generated by 
the 2nd recovery packet generation means is transmitted to a subnet And said each terminal 
unit It is characterized by returning an ARP table based on the received ARP reply packet, and 
communicating by specifying each other MAC Address directly between the terminal units on the 
same subnet henceforth. 

[0020] In the network system concerning the next invention said contact information gathering 
means A request transmitting means to transmit an ICMP echo request message by the 
broadcast address (equivalent to the request transmitting section 441), A receiving means to 
receive an ICMP echo reply message as a response to said request (equivalent to a receive 
section 442), It is characterized by having a study means (equivalent to the study section 443) 
to learn the combination of the IP address of the terminal unit in a subnet, and a MAC Address 
based on said ICMP echo reply message. 

[0021] If it is in the network connection equipment concerning the next invention Redundancy 
connection of a backbone network and the subnet which holds two or more terminal units is 
made. For example Switch-on with other network connection equipments connected to the same 
subnet using the subnet and the backbone network is supervised. With a house keeping means to 
direct collection of contact information when the condition that each terminal unit in a subnet is 
divided has been recognized, and collection directions of contact information A contact 
information gathering means to collect the IP addresses and MAC Addresses of all terminal units 
on the same subnet as contact information, A contact information-interchange means to 
exchange the collected contact information for other network connection equipments connected 
to the same subnet using a backbone network, A subnet selection means to choose a subnet 
based on the equipment initial entry received from other network connection equipments, An 
ARP reply packet generation / transmitting means to transmit to the subnet which the ARP 
reply packet was generated [ subnet ] based on said contact information, and had the ARP reply 
packet concerned chosen, A comparison means to compare a destination IP address with the IP 
address which sell^equipment has when an IP packet is received from a terminal unit, When each 
IP addresses differ, it is characterized by having an IP packet transmitting means to transmit 
said IP packet to other network equipment through a backbone network. 

[0022] If it is in the network connection equipment concerning the next invention Furthermore, 
an ARP packet receiving means to receive an ARP request packet or an ARP reply packet from 
a subnet, and to extract a target protocol address from the packet concerned, The 1 st retrieval 
means which searches whether the information applicable to the target protocol address 
concerned was included in said collected contact information when said ARP packet receiving 
means received an ARP request packet, A request transfer means to transmit said ARP request 
packet to a backbone network when said information is not included, A reply transfer means to 
transmit the ARP reply packet concerned to a backbone network when said ARP packet 
receiving means receives an ARP reply packet, A backbone packet receiving means to receive 
an ARP request packet or an ARP reply packet from a backbone network, A subnet selection 
means to choose the subnet in which the target protocol address concerned is contained from 
the single which extracts and holds a target protocol address from the ARP packet which 
received, or two or more subnets, The request packet conversion means which rewrites the 
transmitting agency MAC Address and source hardware address of the packet concerned to a 
virtual MAC Address when said backbone packet receiving means receives an ARP request 
packet, A request packet transmitting means to transmit to the subnet which had the ARP 
request packet after rewriting chosen, The 2nd retrieval means which searches a MAC Address 
based on the target protocol address which said subnet selection means extracted when said 
backbone packet receiving means receives an ARP reply packet, The reply packet conversion 
means which rewrites a destination MAC Address and a target hardware address to the MAC 
Address which it is as a result of retrieval, and rewrites a source hardware address to a virtual 
MAC Address, It is characterized by having a reply packet transmitting means to transmit to the 
subnet which had the ARP reply packet after rewriting chosen. 

[0023] If it is in the network connection equipment concerning the next invention Redundancy 
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connection of a backbone network and the subnet which holds two or more terminal units is 
made. For example Switch-on with other network connection equipments connected to the same 
subnet using the subnet and the backbone network is supervised. With a house keeping means to 
direct collection of contact information when the condition that each terminal unit in a subnet is 
divided has been recognized, and collection directions of contact information A contact 
information gathering means to collect the IP addresses and MAC Addresses of all terminal units 
on the same subnet as contact information, A packet generation means to generate an ARP 
reply packet based on the collected contact information, The packet operator stage which 
exchanges the generated ARP reply packet for other network connection equipments connected 
to the same subnet using a backbone network, A subnet selection means to choose a subnet 
based on the ARP reply packet received from other network connection equipments, An ARP 
reply packet transmitting means to transmit to the subnet which had said ARP reply packet 
chosen, A comparison means to compare a destination IP address with the IP address which 
self-equipment has when an IP packet is received from a terminal unit, When each IP addresses 
differ, it is characterized by having an IP packet transmitting means to transmit said IP packet to 
other network equipment through a backbone network. 

[0024] If it is in the network connection equipment concerning the next invention Furthermore, a 
recovery packet generation means to generate the ARP reply packet for returning the ARP table 
of the terminal unit connected to the subnet concerned when a subnet is recovered, A 
preparation and said ARP reply packet transmitting means It is characterized by transmitting to 
a subnet the ARP reply packet for returning the ARP table of the terminal unit connected to the 
subnet concerned which received from the ARP reply packet generated by said recovery packet 
generation means, and the backbone network. 

[0025] If it is in the network connection equipment concerning the next invention Furthermore, 
the 1st recovery packet generation means which generates the ARP reply packet for returning 
the ARP table of the terminal unit connected to the subnet concerned when a subnet is 
recovered, When the contact information for returning the ARP table of the terminal unit 
connected to the subnet concerned is received from a backbone network It has the 2nd 
recovery packet generation means which generates an ARP reply packet based on the contact 
information concerned. Said ARP reply packet generation / transmitting means It is 
characterized by transmitting to a subnet the ARP reply packet generated by said 1st recovery 
packet generation means, and the ARP reply packet generated by the 2nd recovery packet 
generation means. 

[0026] In the network connection equipment concerning the next invention, it carries out that 
said contact information gathering means is equipped with a request transmitting means to 
transmit an ICMP echo request message by the broadcast address, a receiving means to receive 
an ICMP echo reply message as a response to said request, and a study means learn the 
combination of the IP address of the terminal unit in a subnet, and a MAC Address based on said 
ICMP echo reply message as the description. 
[0027] 

[Embodiment of the Invention] Below, the gestalt of operation of the network system concerning 
this invention and network connection equipment is explained at a detail based on a drawing. In 
addition, this invention is not limited by the gestalt of this operation. 

[0028] Gestalt 1. drawing 1 of operation is drawing showing the configuration of the gestalt 1 of 
operation of the network connection equipment concerning this invention. In drawin g 1 , 100 is 
network connection equipment, and 101 is the condition check section. 102 is the contact 
information gathering section and 103 is the contact information-interchange section. 104 is the 
packet transmitting section, 105 is the junction section, and 106 is a comparator. 107 is the 
Records Department which records contact information, and 108 is an ARP table. 173 is the 
packet generation section and 174 is the subnet selection section. 210 is a backbone network, 
211 is a communication path to which between network connection equipment is connected, 230 
is a subnet, 291 is input/output port of a subnet, and 293 is input/output port of a backbone 
network. 

[0029] Moreover, drawin g 2 is drawing showing an example of a network system which used the 
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network connection equipment of the gestalt 1 of operation. In drawin g 2 , 200 is the above- 
mentioned network connection equipment 100 and network connection equipment with the same 
configuration, 231,232,233,234 is a switching hub, 221,222,227 is a terminal unit, 223 is the ARP 
table of a terminal unit 221, 224 is the ARP table of a terminal unit 222, 281,282,283 is 
input/output port of a switching hub 231, 284,285 is input/output port of a switching hub 232, 
and 286,287,288,289 is input/output port of a switching hub 233. 

[0030] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 1 and drawing 2 . In addition, with the gestalt of this operation, the network connection 
equipments 100 and 200 take a redundant configuration, and connect a backbone network 210 
and a subnet 230. moreover, network connection equipment 100 — as a standby router — 
network connection equipment 200 — present — business — it shall operate as a router, 
respectively 

[0031] First, with network connection equipment 100, the condition check section 101 
supervises switch-on with network connection equipment 200 via a subnet 230. It is good also as 
performing this monitor using ping, and good also as carrying out by the monitor of a VRRP 
message etc. Moreover, in the condition check section 101 of network connection equipment 
100, the operating state of self-equipment is periodically transmitted to the condition check 
section 101 of network connection equipment 200 using the communication path 211 on a 
backbone network 210. or [ operating as a standby router with operating state here ] — or — 
present — business — the information which shows whether it is operating as a router is meant. 

[0032] In addition, when a backbone network 210 is an ATM (Asynchronous Transfer Mode) 
network, VC (virtual channel) is used as an example of a communication path 211. 
[0033] In this condition, when a terminal unit 221 and a terminal unit 222 perform data 
communication, in each terminal unit, each other IP address recognized beforehand and the 
mutual MAC Address learned by ARP are registered into an ARP table. In addition, drawing 3 is 
drawing showing an example of the entry (an IP address, MAC Address) recorded on the ARP 
table of a terminal unit 221 (in (a), (b) expresses the time of a failure for always [ forward ]), 
481a is an IP address (IP_222), 481b is a MAC Address (MAC.222), 482a is an IP address 
(IP_222), and 482b is a MAC Address (MACJ00). Moreover, drawing 4 is drawing showing an 
example of the entry recorded on the ARP table of a terminal unit 222 (in (a), (b) expresses the 
time of a failure for always [ forward ]), 486a is an IP address (IP_221), 486b is a MAC Address 
(MAC.221), 487a is an IP address (IP_221), and 487b is a MAC Address (MAC.200). 
[0034] In a switching hub 231, the ARP packet transmitted from a terminal unit 221 is received 
in a port 282, and it learns that the terminal unit 221 is connected to the point of a port 282 
based on a transmitting agency MAC Address. Moreover, the ARP packet transmitted from a 
terminal unit 222 is received in a port 283, and it learns that the terminal unit 222 is connected 
to the point of a port 283 based on a transmitting agency MAC Address. It learns that similarly a 
terminal unit 221 is connected to the point of a port 284, and entering 222 is connected to the 
point of a port 285 in a switching hub 232, and learns that a terminal unit 221 is connected to 
the point of a port 286, and the terminal unit 222 is further connected to the point of a port 287 
in a switching hub 233. 

[0035] After learning as mentioned above, in a switching hub 231, the MAC frame addressed to 
the MAC Address of a terminal unit 221 is outputted from a port 282, and the MAC frame 
addressed to the MAC Address of a terminal unit 222 is outputted from a port 283. Drawin g 5 is 
drawing showing the transmitting MAC frame from a terminal unit 221 to a terminal unit 222. In 
drawin g 5 , 300a is a MAC header unit, 300b is IP frame section, 301 is a destination MAC 
Address (MAC.222), 302 is a transmitting agency MAC Address (MAC_221), 303 is a destination 
IP address (IP.222), and 304 is a transmitting agency IP address (IP.221). Here, the IP address of 
a terminal unit 222 is set as destination IP address 303, the learned MAC Address is set as 
destination MAC Address 301, the IP address in the end of a local is set as transmitting agency 
IP address 304, the MAC Address in the end of a local is set as transmitting agency MAC 
Address 302, and the MAC frame is transmitted to a network after that. 

[0036] And the above-mentioned MAC frame is notified to a terminal unit 222 via the ports 282 
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and 283 of a switching hub 231, the ports 284 and 285 of a switching hub 232, and the ports 286 
and 287 of a switching hub 233 based on destination MAC Address 301. 

[0037] On the other hand, when a switching hub 232 breaks down and it becomes impossible to 
perform junction actuation, in the condition check section 101 of network connection equipment 
100, failure generating is recognized by failure of ping, un-arriving [ of a VRRP message 1 etc., 
and collection of contact information is directed to the contact information gathering section 
102. and the communication path 21 1 — going — network connection equipment 200 — 
receiving — self-equipment — henceforth — present — business — the purport which 
operates as a router is notified. 

[0038] Drawing 6 is drawing showing the configuration of the contact information gathering 
section 102. In drawin g 6 , 441 is the request transmitting section which transmits an ICMP echo 
request message by broadcasting, 442 is a receive section which receives an ICMP echo reply 
message, and 443 is the study section which learns the combination of an IP address and a MAC 
Address. Here, actuation of the contact information gathering section 102 in network connection 
equipment 100 is explained. In addition, it operates similarly about the contact information 
gathering section 102 in network connection equipment 200. 

[0039] Moreover, drawin g 7 is drawing showing an example of a MAC frame format which stores 
the ICMP echo request message used for contact information gathering. In drawing 7 , 451 is a 
MAC header unit, 452 is IP header unit, 453 is the ICMP message section, 454 is a destination 
MAC Address (MAC.Broadcast), 455 is a transmitting agency MAC Address (MACJ00), 456 is a 
destination IP address (IP_SubnetBroadcast), and 457 is a transmitting agency IP address 
(IPJ00). 

[0040] In the contact information gathering section 102 in network connection equipment 100, 
the ICMP echo request message generated because the request transmitting section 441 makes 
destination MAC Address 454 a broadcast address and makes destination IP address 456 the 
broadcast address to a subnet 230 is transmitted to the port 291 of a subnet 230. This message 
is relayed by the switching hub 231, and is notified to a terminal unit 221. 

[0041] In the terminal unit 221 which received the ICMP echo request message, an ICMP echo 
reply message is transmitted as a response. Drawin g 8 is drawing showing an example of a MAC 
frame format which stores the ICMP echo reply message used for contact information gathering. 
In drawin g 8 , 461 is a MAC header unit, 462 is IP header unit, 463 is the ICMP message section, 
464 is a destination MAC Address (MACJ00), 465 is a transmitting agency MAC Address 
(MAC_221), 466 is a destination IP address (IP_100), and 467 is a transmitting agency IP address 
(IP_221). Here, the ICMP echo reply message generated by setting the IP address in the end of a 
local as transmitting agency IP address 467, and setting the MAC Address of self^equipment as 
transmitting agency MAC Address 465 as a response to an ICMP echo request message is 
transmitted. It is received by the receive section 442 of network connection equipment 100, and 
this reply message is notified to the study section 443. 

[0042] In the study section 443, the received reply message is scrutinized, the combination of 
transmitting agency IP address 467 and transmitting agency MAC Address 465 is learned, and it 
stores in the Records Department 107 and the ARP table 108 by making the study result into 
contact information. 

[0043] With the network connection equipment 100 which collected contact information by the 
contact information gathering section 102 as mentioned above, the contact information- 
interchange section 103 transmits the collected IP addresses to the communication path 21 1 on 
a backbone network 210. This contact information is notified to the contact information- 
interchange section 103 of network connection equipment 200, and is further transmitted to the 
subnet selection section 1 74. 

[0044] In the subnet selection section 174 of network connection equipment 200, based on the 
received contact information, the subnet 230 which holds the communication terminal 222 which 
may communicate with a terminal unit 221 is chosen, and the contact information concerned is 
further notified to the packet generation section 1 73. 

[0045] In the packet generation section 173 of network connection equipment 200, based on the 
received contact information, an ARP reply packet is generated and the packet concerned is 
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transmitted to a subnet 230. Drawin g 9 (a) is drawing showing an example of an ARP reply 
packet format In drawing 9 (a), 470a is a destination MAC Address (MAC_Broadcast), 470b is a 
transmitting agency MAC Address (MAC.200), 470c is a source hardware address (MAC_200), 
470d is a source protocol address (IP_200), 470e is a target hardware address (MAC_200), and 
470F is a target protocol address (IP.221). The IP address here included in the received contact 
information is set as target protocol address 470f. The IP address which self-network 
connection equipment 200 is using in the port 292 is set as source protocol address 470d. The 
MAC Address which self-network connection equipment 200 is using in the port 292 is set as 
source hardware address 470c, target hardware address 470e, and transmitting agency MAC 
Address 470b. A broadcast address is set as destination MAC Address 470a, and the packet 
transmitting section 104 transmits the generated ARP reply packet to a subnet 230. At this time, 
an ARP reply packet is notified to a terminal unit 222 via a switching hub 233. 
[0046] In the terminal unit 222 which received the ARP reply packet, the ARP table 224 is 
updated based on target protocol address 470f and target hardware address 470e which are 
contained in the packet concerned. Speaking concretely, updating like the entry which shows the 
entry shown in drawing 4 (a) to (b), for example. In addition, the above renewal actuation of an 
ARP table of a terminal unit 222 is general actuation of ARP specified to IETF (Internet 
Engineering Task Force) and RFC826. Moreover, after the completion of updating actuation, with 
a terminal unit 222, when transmitting an IP packet to a terminal unit 221 , MAC Address 487b is 
set as a destination MAC Address, by the switching hub 233, a port 288 will be relayed and the 
received IP packet concerned will be transmitted to network connection equipment 200. 
[0047] moreover, with network connection equipment 200, it has been sent from the condition 
check section 101 of network connection equipment 100 — " — present — business — it 
recognizes that the failure generated notice" of a purport which operates as a router in the 
subnet 230 in what the condition check section 101 receives. And in the same procedure as the 
above-mentioned network connection equipment 100, the contact information gathering section 
102 of network connection equipment 200 collects the IP addresses of terminal units 222 and 
227 as contact information, and the contact information-interchange section 103 transmits the 
contact information concerned to network connection equipment 100. 

[0048] And with the network connection equipment 100 which received contact information, with 
the same procedure as the above-mentioned network connection equipment 200, the ARP reply 
packet shown in the ARP reply packet shown in drawing 9 (b) and (c) is generated / transmitted 
using the contact information-interchange section 103, the subnet selection section 174, the 
packet generation section 173, and the packet transmitting section 104, and the ARP table 223 
of a terminal unit 221 is updated. Speaking concretely, updating like the entry which shows the 
entry shown in drawing 3 R> 3 (a) to (b), for example. In addition, in drawing 9 (b), 471a is a 
destination MAC Address (MAC.Broadcast). 471b is a transmitting agency MAC Address 
(MAC J 00), and 471c is a source hardware address (MACJ00). 471 d is a source protocol 
address (IPJ00), and 471 e is a target hardware address (MACJ00). 47 1f is a target protocol 
address (IP_222), and it sets to drawing 9 (c). 472a is a destination MAC Address 
(MAC.Broadcast). 472b is a transmitting agency MAC Address (MAC J 00), and 472c is a source 
hardware address (MACJ00). 472d is a source protocol address (IP_100), 472e is a target 
hardware address (MACJ00), and 472f is a target protocol address (IP_227). 

[0049] However, a terminal unit 221 and a terminal unit 227 do not communicate, and even when 
the ARP reply packet which a terminal unit 221 shows to drawin g 9 (c) when there is no entry 
equivalent to a terminal unit 227 in the ARP table 223 of a terminal unit 221 is received, updating 
and an addition of the ARP table 223 are not performed. 

[0050] Since MAC Address 482b is set to the destination MAC Address of the MAC frame next 
when a terminal unit 221 transmits an IP packet to a terminal unit 222, in a switching hub 231, a 
port 281 is relayed and the received MAC frame is transmitted to network connection equipment 



[0051] With the network connection equipment 100 which received the MAC frame, a comparator 
106 compares the IP address currently used in the port 291, the destination IP address in the 
MAC frame concerned, and the MAC Address currently used in the port 291 and the destination 



100. 
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MAC Address in the MAC frame concerned, respectively. And when a MAC Address is equal and 
IP addresses differ, the junction section 105 relays the IP packet section in the MAC frame to 
network connection equipment 200. 

[0052] With the network connection equipment 200 which received the IP packet, the IP packet 
concerned is set as the MAC frame, further, the MAC Address which corresponds by searching 
an ARP table based on a destination IP address is gained, the retrieval result is set as the 
destination MAC Address of the MAC frame, and the MAC frame generated here is relayed to a 
port 292. At this time, the MAC frame is notified to a terminal unit 222 via a switching hub 233. 
In addition, also when a terminal unit 222 transmits an IP packet to a terminal unit 221, network 
connection equipment 200 and network connection equipment 100 are relayed to an IP packet 
by the same procedure as the above, and it is notified to a terminal unit 221. 
[0053] However, the IP address which each network connection equipment uses, and a MAC 
Address are good also as using the address which is different with each equipment, and good 
also as using the common address with protocols, such as VRRP. moreover, the case where the 
common address is used — and — present — business — while the network connection 
equipment which operates as a router is healthy, the network connection equipment which 
operates as a standby router does not communicate using the address concerned. 
[0054] Thus, even when each terminal unit in a subnet 230 is divided by failure etc., it can write 
as the configuration which communicates via a backbone network 210, and the communication 
link between the distributed terminal units can be made to continue in the gestalt of this 
operation. Moreover, when it is the same as that of the above, the ARP reply packet which the 
terminal unit connected to the subnet generated with the network connection equipment 
connected to self is written as the configuration which rewrites an ARP table in reception and 
general actuation of ARP, and a communication path can be changed, without adding special 
processing. Moreover, in the gestalt of this operation, an ICMP echo request message is 
transmitted by the broadcast address at the time of contact information gathering, it writes as 
the configuration which collects to coincidence the ICMP echo reply messages from each 
terminal unit connected to the subnet, and contact information can be collected efficiently. 
[0055] Gestalt 2. drawing 10 of operation is drawing showing the configuration of the gestalt 2 of 
operation of the network connection equipment concerning this invention. In drawing 10 , 100a is 
network connection equipment, 101a is the condition check section, 103a is the contact 
information-interchange section, 174a is the subnet selection section, and 175a is the transfer 
packet generation section. Moreover, drawing 1 1 is drawing showing an example of a network 
system which used the network connection equipment of the gestalt 2 of operation. In drawing 
1 1 , 200a is network connection equipment with the same configuration as the above-mentioned 
network connection equipment 100a. In addition, about the same configuration as the gestalt 1 of 
the above-mentioned operation, the same sign is attached and the explanation is omitted. 
[0056] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 10 and drawing 1 1 . In addition, the gestalt of this operation explains only different 
actuation from the gestalt 1 of the above-mentioned operation. Moreover, the network 
connection equipments 100a and 200a take a redundant configuration, and the network system 
of the gestalt of this operation connects a backbone network 210 and a subnet 230. moreover, 
network connection equipment 100a — as a standby router — network connection equipment 
200a — present — business — it shall operate as a router, respectively Moreover, each network 
connection equipment shall share the virtual MAC Address (henceforth referred to as MAC_V), 
and the IP address (it is henceforth called IP_V). 

[0057] First, in network connection equipment 100a, condition check section 101a supervises 
switch-on with network connection equipment 200a via a subnet 230. this monitor — a VRRP 
message etc. — using — present — business — it carries out by receiving the periodical packet 
transmitted from a router. Moreover, in condition check section 101 of network connection 
equipment 100a a, the operating state of self-equipment is periodically transmitted to condition 
check section 101 of network connection equipment 200a a using the communication path 211 on 
a backbone network 210. or [ operating as a standby router with operating state here ] — or — 
present — business — the information which shows whether it is operating as a router is meant. 
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[0058] For example, when a switching hub 232 breaks down and it becomes impossible to 
perform junction actuation, in condition check section 101 of network connection equipment 100a 
a, failure generating is recognized by un-arriving [ of a VRRP message ], and collection of 
contact information is directed to the contact information gathering section 102. and the 
communication path 211 — going — network connection equipment 200a — receiving — self- 
equipment — henceforth — present — business — the purport which operates as a router is 
notified. 

[0059] In the contact information gathering section 1 02 (refer to drawing 6 ), with the same 
procedure as the case of the gestalt 1 of operation, the combination of a transmitting agency IP 
address and a transmitting agency MAC Address is learned, and it stores in the Records 
Department 107 and the ARP table 108 by making the result into contact information. 
[0060] In network connection equipment 100a which collected contact information by the 
contact information gathering section 1 02 as mentioned above, transfer packet generation 
section 175a generates an ARP reply packet based on the contact information concerned. 
Drawing 12 (a) is drawing showing an example of an ARP reply packet format. In drawing 12 (a), 
475a is a destination MAC Address (MAC_Broadcast), 475b is a transmitting agency MAC 
Address (MAC_V), 475c is a source hardware address (MAC_V), 475d is a source protocol 
address (IP_V), 475e is a target hardware address (MAC_V), and 47 5f is a target protocol address 
(IP_221). An ARP reply packet is generated by setting the IP address here included in the stored 
contact information as target protocol address 475f, setting MAC_V which is a virtual MAC 
Address, respectively as target hardware address 475e, source hardware address 475c, and 
transmitting agency MAC Address 475b, setting IP_V which is a share IP address as source 
protocol address 475d, and setting a broadcast address as destination MAC Address 475a. 
[0061] And in contact information-interchange section 103a, contact information is transmitted 
to the communication path 21 1 of a backbone network 210 in the form of the generated ARP 
reply packet. The contact information on this ARP reply packet format (it is only henceforth 
called an ARP reply packet) is notified to contact information-interchange section 103of network 
connection equipment 200a a, and is further transmitted to subnet selection section 174a. 
[0062] The subnet 230 which holds the communication terminal 222 which may communicate 
with a terminal unit 221 based on the received ARP reply packet in subnet selection section 
174of network connection equipment 200a a is chosen, and the ARP reply packet concerned is 
further transmitted to a subnet 230 in the packet transmitting section 104. At this time, an ARP 
reply packet is notified to a terminal unit 222 via a switching hub 233. 

[0063] In the terminal unit 222 which received the ARP reply packet, the ARP table 224 is 
updated based on target protocol address 475f and target hardware address 475e which are 
contained in the packet concerned. Drawing 13 is drawing showing an example of the entry after 
updating (ARP table 224), 488a is an IP address (IP_221), and 488b is a MAC Address (MAC.V). 
[0064] moreover, in network connection equipment 200a, it has been sent from condition check 
section 101 of network connection equipment 100a a — " — present — business — it recognizes 
that the failure generated notice" of a purport which operates as a router in the subnet 230 in 
what condition check section 101a receives. In the same procedure as the above-mentioned 
network connection equipment 100a, and the contact information gathering section 102 of 
network connection equipment 200a The IP addresses of terminal units 222 and 227 are 
collected as contact information. Transfer packet generation section 175a generates the ARP 
reply packet shown in the ARP reply packet shown in drawing 12 (b) based on the contact 
information concerned, and (c). Contact information-interchange section 103a transmits contact 
information to network connection equipment 100a in the form of the ARP reply packet 
concerned. In addition, in drawin g 12 (b), 476a is a destination MAC Address (MAC_Broadcast). 
476b is a transmitting agency MAC Address (MAC_V), and 476c is a source hardware address 
(MAC_V). 476d is a source protocol address (IP_V), 476e is a target hardware address (MAC_V), 
476f is a target protocol address (IP_222), and it sets to drawing 12 (c). 477a is a destination 
MAC Address (MAC.Broadcast). 477b is a transmitting agency MAC Address (MACV), and 477c 
is a source hardware address (MAC_V). 477d is a source protocol address (IP_V), 477e is a target 
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hardware address (MAC.V), and 477f is a target protocol address (IP_227). 

[0065] And in the same procedure as the above-mentioned network connection equipment 200a, 
using contact information-interchange section 103a, subnet selection section 174a, and the 
packet transmitting section 104, the ARP reply packet concerned is transmitted and the ARP 
table of a terminal unit 221 is updated in network connection equipment 100a which received the 
ARP reply packet. Drawing 14 is drawing showing an example of the entry after updating (ARP 
table 223), 483a is an IP address (IP.222), and 483b is a MAC Address (MAC.V). 
[0066] Thus, even when each terminal unit in a subnet 230 is divided by failure etc., the ARP 
table in each terminal unit is rewritten, it can write as the configuration which communicates via 
a backbone network 210, and the communication link between the distributed terminal units can 
be made to continue in the gestalt of this operation. Moreover, when it is the same as that of the 
above, the ARP reply packet which the terminal unit connected to the subnet generated with the 
network connection equipment connected to the divided terminal unit is written as the 
configuration which rewrites an ARP table in reception and general actuation of ARP, and a 
communication path can be changed, without adding special processing. 

[0067] Gestalt 3. drawing 1 5 of operation is drawing showing the configuration of the gestalt 3 of 
operation of the network connection equipment concerning this invention. In drawing 1 5 , 100b is 
network connection equipment, 501b is the ARP packet junction section, 107b is the Records 
Department which records contact information, 210b is a backbone network, 21 1b is a 
communication path to which between network connection equipment is connected, 230b is a 
subnet, 291b is input/output port linked to subnet 230b, and 293b is input/output port linked to 
a backbone network 210. 

[0068] Moreover, drawing 16 is drawing showing the configuration of the above-mentioned ARP 
packet junction section 501b. In drawing 16 , 518 is an ARP packet receive section, 519 is the 
retrieval section, 520 is the request transfer section, 521 is a backbone packet receive section, 
522 is a reply packet transducer, 523 is the reply packet transmitting section, 524 is the subnet 
selection section, 525 is a request packet transducer, 526 is the request packet transmitting 
section, and 527 is the reply transfer section. 

[0069] Moreover, drawing 17 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 3 of operation. In drawing 17 , 200b is network 
connection equipment, and 240b and 250b are subnets. 504 is a subnet fragmentation part and 
211b is a communication path to which between network connection equipment is connected. 
531 is an ARP request packet transmitted from a terminal unit 221. 532 is an ARP request 
packet transmitted from network connection equipment 100b. 533 is an ARP request packet 
transmitted from network connection equipment 200b. 534 is an ARP reply packet transmitted 
from a terminal unit 222. 535 is an ARP reply packet transmitted from network connection 
equipment 200b. 536 by the ARP reply packet transmitted from network connection equipment 
100b ##, 291b is input/output port linked to subnet 230of network connection equipment 100b b, 
and 292b is input/output port linked to subnet 230of network connection equipment 200b b. In 
addition, about the same configuration as the gestalt 1 of the operation explained previously, the 
same sign is attached and the explanation is omitted. 

[0070] Here, actuation of the above-mentioned network connection equipment is explained using 
drawin g 15 , drawin g 16 , and drawing 1 7 . In addition, the gestalt of this operation explains only 
different actuation from the gestalt 1 of the above-mentioned operation. Moreover, the network 
connection equipments 100a and 100b take a redundant configuration, and the network system 
of the gestalt of this operation connects backbone network 210b and subnet 230b. moreover, 
network connection equipment 100b — as a standby router — network connection equipment 
200b — present — business — as a router, it shall operate, respectively and the virtual MAC 
Address and the IP address shall be shared 

[0071] First, in network connection equipment 100b, the condition check section 101 supervises 
switch-on with network connection equipment 200b via subnet 230b like the gestalt 1 of 
operation. And when subnet 230b is divided in the subnet fragmentation part 504 and divided like 
the A section of illustration, and the B section for example, in network connection equipment 
100b, the condition check section 101 detects a failure and records the combination of an IP 
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address and a MAC Address on Records Department 107b and the ARP table 108 as contact 
information in the same procedure as the gestalt 1 of the operation explained previously, then, 
network connection equipment 100b — present — business — actuation as a router is 
performed. 

[0072] For example, when the terminal unit 221 is not communicating with a terminal unit 222, 
the entry equivalent to a mutual terminal unit is not registered into the ARP table of each 
terminal unit, and in each terminal unit, even when the ARP reply packet transmitted from the 
packet transmitting section 104 is received, an entry is not added to an ARP table. 
[0073] On the other hand, when a terminal unit 221 newly communicates with a terminal unit 
222, in a terminal unit 221, the ARP request packet 531 is transmitted to a terminal unit 222. 
Drawing 18 is drawing showing an example of a format of an ARP request packet and an ARP 
reply packet, and especially drawing 18 (a) is drawing showing an example of the ARP request 
packet 531. In drawin g 18 (a), 531a is a destination MAC Address, 531b is a transmitting agency 
MAC Address, 531c is a source hardware address, 531 d is a source protocol address, 531 e is a 
target hardware address, and 531 f is a target protocol address. Here, a broadcast address 
(MAC.BC) is set as destination MAC Address 531a, the MAC Address (MAC.221) of a terminal 
unit 221 is set as transmitting agency MAC Address531b and source hardware address 531c, the 
IP address (IP_221) of a terminal unit 221 is set as source protocol address 531 d, and the IP 
address (IP_222) of a terminal unit 222 is set as target protocol address 531 f. 
[0074] In APR packet junction section 501 of network connection equipment 100b which received 
ARP request packet 531 b, the ARP packet receive section 518 extracts target protocol address 
531 f in the ARP request packet 531 concerned. And if the IP address is not an IP address 
currently used by port 291b, it will search whether there is any entry to which the retrieval 
section 519 corresponds to target protocol address 531f at the entry recorded on Records 
Department 107b. In addition, since the terminal unit 222 has connected with the B section by 
the side of network connection equipment 200b, a retrieval result here becomes having no 
applicable entry. 

[0075] When there is no applicable entry, the ARP request packet 531 is transmitted to the 
request transfer section 520, and the ARP request packet 532 equivalent to the received ARP 
request packet 531 is transmitted to network connection equipment 200b in the request transfer 
section 520 in the retrieval section 519 through communication path 21 1b set up on backbone 
network 210b. Drawing 18 R> 8 (b) is drawing showing an example of the ARP request packet 
532. In drawing 18 (b), 532a is a destination MAC Address, 532b is a transmitting agency MAC 
Address, 532c is a source hardware address, 532d is a source protocol address, 532e is a target 
hardware address, and 532f is a target protocol address. Here, a broadcast address (MAC_BC) is 
set as destination MAC Address 532a, the MAC Address (MAC.221) of a terminal unit 221 is set 
as transmitting agency MAC Address532b and source hardware address 532c, the IP address 
(IP_221) of a terminal unit 221 is set as source protocol address 532d, and the IP address 
(IP_222) of a terminal unit 222 is set as target protocol address 532f. 

[0076] In network connection equipment 200b which received the ARP request packet 532, the 
backbone packet receive section 521 notifies the ARP request packet 532 concerned to the 
subnet selection section 524. In the subnet selection section 524, target protocol address 532f 
is extracted from the received ARP request packet 532, and subnet 230b including the address 
concerned is chosen from the subnets which network connection equipment 200b holds. And the 
ARP request packet 532 is notified to the request packet transducer 525. 

[0077] In the request packet transducer 525 of network connection equipment 200b, transmitting 
agency MAC Address 532b of the ARP request packet 532 and source hardware address 532c 
are rewritten to a virtual MAC Address (MAC_V). And in the request packet transmitting section 
526, the ARP request packet 533 after rewriting is transmitted from port 292b linked to subnet 
230b. Drawing 18 (c) is drawing showing an example of the ARP request packet 533. In drawin g 
1_8 (c), 533a is a destination MAC Address, 533b is a transmitting agency MAC Address, 533c is 
a source hardware address, 533d is a source protocol address, 533e is a target hardware 
address, and 533f is a target protocol address. Here, a broadcast address (MAC J3C) is set as 
destination MAC Address 533a, a virtual MAC Address (MAC_V) is set as transmitting agency 
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MAC Address533b and source hardware address 533c, the IP address (IP_221) of a terminal unit 
221 is set as source protocol address 533d, and the IP address (IP_222) of a terminal unit 222 is 
set as target protocol address 533f. 

[0078] In the terminal unit 222 which received the ARP request packet 533, the IP address of 
the terminal unit 221 stored in source protocol address 533d and the virtual MAC Address 
stored in source hardware address 533c are learned, and the study result is registered into an 
ARP table. And the ARP reply packet 534 is transmitted as a response to the received packet. 
Drawing 18 (d) is drawing showing an example of the ARP reply packet 534. In drawing 18 (d), 
534a is a destination MAC Address, 534b is a transmitting agency MAC Address, 534c is a 
source hardware address, 534d is a source protocol address, 534e is a target hardware address, 
and 534f is a target protocol address. Here, the virtual MA address (MAC_V) is set as destination 
MAC Address534a and target hardware address 534e, the MAC Address (MAC.222) of a terminal 
unit 222 is set as transmitting agency MAC Address534b and source hardware address 534c, the 
IP address (IP_222) of a terminal unit 222 is set as source protocol address 534d, and the IP 
address (IP_221) of a terminal unit 221 is set as target protocol address 534f. 
[0079] In APR packet junction section 501 of network connection equipment 200b which received 
ARP reply packet 534 b, the ARP packet receive section 518 extracts target protocol address 
534f in the ARP reply packet 534 concerned. And if the IP address is not an IP address currently 
used by port 292b, the ARP reply packet 534 will be transmitted to the reply transfer section 
527. In the reply transfer section 527, the ARP reply packet 535 equivalent to the received ARP 
reply packet 534 is transmitted to network connection equipment 100b through communication 
path 21 1b set up on backbone network 210b. Drawing 18 (e) is drawing showing an example of 
the ARP reply packet 535. In drawing 18 (e), 535a is a destination MAC Address, 535b is a 
transmitting agency MAC Address, 535c is a source hardware address, 535d is a source protocol 
address, 535e is a target hardware address, and 535f is a target protocol address. Here, a virtual 
MAC Address (MAC_V) is set as destination MAC Address535a and target hardware address 
535e, the MAC Address (MAC.222) of a terminal unit 222 is set as transmitting agency MAC 
Address535b and source hardware address 535c, the IP address (IP_222) of a terminal unit 222 
is set as source protocol address 535d, and the IP address (IP_221) of a terminal unit 221 is set 
as target protocol address 535f. 

[0080] In network connection equipment 100b which received the ARP reply packet 535, the 
backbone packet receive section 521 notifies the ARP reply packet 535 concerned to the subnet 
selection section 524. In the subnet selection section 524, target protocol address 535f is 
extracted from the received ARP reply packet 535, and subnet 230b including the address 
concerned is chosen from the subnets which network connection equipment 100b holds. And the 
ARP reply packet 535 is notified to the reply packet transducer 522. 

[0081] In the reply packet transducer 522 of network connection equipment 100b, target 
protocol address 535f of the ARP reply packet 535 is extracted. Then, the retrieval section 519 
gains the MAC Address corresponding to the target protocol address 535f concerned, and 
rewrites destination MAC Address535a and target hardware address 535e based on the 
acquisition result. Moreover, in the reply packet transducer 522, transmitting agency MAC 
Address 535b and source hardware address 535c are rewritten to virtual MAC Address MAC_V 
currently used by port 291b. And in the reply packet transmitting section 523, the ARP reply 
packet 536 after rewriting is transmitted from port 291b linked to subnet 230b. Drawing 18 (f) is 
drawing showing an example of the ARP reply packet 536. In drawin g 18 R> 8 (f), 536a is a 
destination MAC Address, 536b is a transmitting agency MAC Address, 536c is a source 
hardware address, 536d is a source protocol address, 536e is a target hardware address, and 
536f is a target protocol address. Here, the MAC Address (MAC_221) of a terminal unit 221 is 
set as destination MAC Address536a and target hardware address 536e, a virtual MAC Address 
(MAC_V) is set as transmitting agency MAC Address536b and source hardware address 536c, 
the IP address (IP_222) of a terminal unit 222 is set as source protocol address 536d, and the IP 
address (IP_221) of a terminal unit 221 is set as target protocol address 536f 
[0082] In the terminal unit 221 which received the ARP reply packet 536, the virtual MAC 
Address stored in source hardware address 536c is learned as a MAC Address corresponding to 
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the IP address of a terminal unit 222, and it registers with an ARP table. 
[0083] Henceforth, packet transmission to a terminal unit 222 from a terminal unit 221 is 
performed to a virtual MAC Address, and it is the same procedure as the gestalt 1 of operation, 
and hooks up to the network connection equipments 100b and 200b. Moreover, also with the 
packet transmission to a terminal unit 221 from a terminal unit 222, since the virtual MAC 
Address is registered into the ARP table, it is carried out to a virtual MAC Address. Thereby, a 
mutual communication link is attained. 

[0084] Thus, in the gestalt of this operation, even when subnet 230b is divided, each network 
connection equipment can write as the configuration which relays an ARP packet via a backbone 
network, and it can newly communicate between the divided terminal units with which the entry 
is not registered from the first Moreover, in the gestalt of this operation, address solution can 
be performed through a backbone network also with the terminal unit set up so that it might not 
answer to the ICMP request message transmitted to the broadcast address. Moreover, in the 
terminal unit connected to the subnet, it is transmitting and receiving an ARP request packet 
and an ARP response packet, and since an ARP table is updated, the communication link using a 
backbone network is attained, without adding special processing. 

[0085] Gestalt 4. drawing 1 9 of operation is drawing showing the configuration of the gestalt 4 of 
operation of the network connection equipment concerning this invention. In drawing 19 , 100c is 
network connection equipment, 101c is the condition check section, 103c is the contact 
information-interchange section, 1 04c is the packet transmitting section, 1 07c is the Records 
Department 174c is the subnet selection section, 175c is the transfer packet generation 
section, and 641c is the recovery packet generation section, in addition, about above-mentioned 
network connection equipment 100c, condition check section 101c, contact information- 
interchange section 103c, packet transmitting section 104c, Records Department 107c, subnet 
selection section 174c, and transfer packet generation section 175c It is premised on including 
the same function as the condition check section in the gestalten 1 or 2 of the operation 
previously explained, respectively in addition to the characteristic function in the gestalt of this 
operation, the contact information-interchange section, the packet transmitting section, the 
Records Department, the subnet selection section, and the transfer packet generation section. 
[0086] Moreover, drawing 20 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 4 of operation. In drawing 20 , 200c is network 
connection equipment. In addition, about the same configuration as the gestalten 1 or 2 of the 
operation explained previously, the same sign is attached and the explanation is omitted. 
[0087] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 19 and drawing 20 . In addition, the gestalt of this operation explains only different 
actuation from the gestalten 1 or 2 of the operation explained previously. Moreover, the network 
connection equipments 100c and 200c take a redundant configuration, and the network system 
of the gestalt of this operation connects a backbone network 210 and a subnet 230. moreover — 
the gestalt of this operation — network connection equipment 100c — as a standby router — 
network connection equipment 200c — present — business — as a router, it operates, 
respectively and is further premised on the condition that the switching hub 232 broke down. 
Namely, it is premised on the condition that the entry shown in the ARP table 223 of a terminal 
unit 221 at drawin g 21 (a) was registered in the same procedure as the gestalt 2 of operation, 
the entry shown in the ARP table 224 of a terminal unit 222 at drawing 22 (a) was registered, the 
entry shown in drawin g 23 was registered into Records Department 107of network connection 
equipment 100c c, and the entry shown in drawing 24 was registered into Records Department 
107of network connection equipment 200c c. 

[0088] However, drawing 21 is drawing showing an example of the entry recorded on the ARP 
table of a terminal unit 221, in the entry at the time of failure generating shown in drawing 21 (a), 
625a is an IP address, 626a is [ 625b is a MAC Address, ] an IP address in the entry of forward 
always shown in drawin g 21 (b), and 626b is a MAC Address. Moreover, drawing 22 is drawing 
showing an example of the entry recorded on the ARP table of a terminal unit 222, in the entry 
at the time of failure generating shown in drawing 22 (a), 627a is an IP address, 628a is [ 627b is 
a MAC Address, ] an IP address in the entry of forward always shown in drawing 22 (b), and 628b 
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is a MAC Address. Moreover, drawing 23 is the example of the entry recorded on Records 
Department 107of network connection equipment 100c c, in drawing 23 , 652a is an IP address 
and 652b is a MAC Address. Moreover, drawin g 24 is the example of the entry recorded on 
Records Department 107of network connection equipment 200c c, in drawing 24 , 653a is an IP 
address and 653b is a MAC Address. 

[0089] In this condition, if a switching hub 232 is recovered, in condition check section 101 of 
network connection equipment 100c c, the flow of ping, the VRRP message reception from 
network connection equipment 200c, etc. will detect failure recovery of a subnet 230, and the 
purport to which self^equipment operates as a standby router to network connection equipment 
200c via a communication path 211 will be notified. 

[0090] In network connection equipment 200c which received the above-mentioned notice, 
condition check section 101c notifies that to recovery packet generation section 641c. In ' 
recovery packet generation section 641c, an ARP reply packet is generated with reference to 
Records Department 107c of sell^equipment based on an entry. Drawing 25 is drawing showing 
an example of an ARP reply packet format, the ARP reply packet of network connection 
equipment 100c shown in drawing 25 (a) — it is, 660a is a destination MAC Address, 660b is a 
transmitting agency MAC Address, 660c is a source hardware address, 660d is a source protocol 
address, 660e is a target hardware address, and 660f is a target protocol address, the ARP reply 
packet of network connection equipment 200c shown in drawing 25 (b) — it is, 661a is a 
destination MAC Address, 661b is a transmitting agency MAC Address, 661c is a source 
hardware address, 661 d is a source protocol address, 661e is a target hardware address, and 
66 1f is a target protocol address. 

[0091] Here, as shown in drawin g 25 (b), IP address 653a (IP_222) is set as target protocol 
address 66 1f. MAC Address 653b (MAC.222) is set as target hardware address 661 e. The IP 
address (IP_V) currently used for source protocol address 66 1d in the port 292 is set up. The 
virtual MAC Address (MAC_V) currently used for source hardware address 661c and transmitting 
agency MAC Address 661b in the port 292 is set up, and a broadcast address (MAC^Broadcast) 
is set as destination MAC Address 661a. 

[0092] In packet transmitting section 104of network connection equipment 200c c, the ARP 
reply packet generated as mentioned above is transmitted from a port 292. 
[0093] At this time, the entry of the ARP table shown in drawin g 21 (a) is updated like drawin g 
21 (b) with the terminal unit 221 which received the ARP reply packet based on target hardware 
address 66 1e and target protocol address 66 1f contained in the packet concerned. 
[0094] On the other hand, since network connection equipment 100c becomes a standby router, 
it cannot perform the communication link which used the virtual address on the subnet 230. 
Then, the information which network connection equipment 100c holds is transmitted to network 
connection equipment 200c, and an ARP reply packet is transmitted from network connection 
equipment 200c. Speaking concretely, by network connection equipment 100c, transfer packet 
generation section 1 75c's generating an ARP reply packet based on the entry currently recorded 
on Records Department 107c, if condition check section 101c detects failure recovery of a 
subnet 230. Here, as shown in drawing 25 (a), IP address 652a (IP_221) is set as target protocol 
address 660f, MAC Address 652b (MAC_221) is set as target hardware address 660e, a virtual IP 
address (IP_V) is set as source protocol address 660d, a virtual MAC Address (MAC_V) is set as 
source hardware address 660c and transmitting agency MAC Address 660b, and a broadcast 
address (MAC.Broadcast) is set as destination MAC Address 660a. 

[0095] In contact information-interchange section 103of network connection equipment 100c c, 
contact information is transmitted to network connection equipment 200c in the form of the 
ARP reply packet generated as mentioned above. 

[0096] In network connection equipment 200c which received the above-mentioned contact 
information, i.e., an ARP reply packet, since subnet selection section 174c is reception from a 
backbone network 210 and a transmitting agency MAC Address is a virtual MAC Address of a 
port 292, it identifies that the destination is a subnet 230. And in packet transmitting section 
104c, the packet concerned is transmitted from a port 292. 

[0097] In the terminal unit 222 which received the ARP reply packet, the entry of the ARP table 
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shown in drawing 22 (a) is updated like drawing 22 (b) based on target hardware address 660e 
and target protocol address 660f contained in the packet concerned. 

[0098] Thus, in the gestalt of this operation, when the failure of a subnet 230 is recovered, each 
terminal unit can write as the configuration which rewrites the entry of the ARP table updated 
by the failure in the condition (always [ forward ]) of a basis, and can continue the 
communication link between terminal units by direct assignment of a mutual MAC Address 
henceforth. Moreover, in the gestalt of this operation, it writes as the configuration which 
rewrites an ARP table by general actuation of ARP, and each terminal unit connected to the 
subnet 230 can choose a communication path, without adding special processing. 
[0099] Gestalt 5. drawing 26 of operation is drawing showing the configuration of the gestalt 5 of 
operation of the network connection equipment concerning this invention. In drawing 26 , 100d is 
network connection equipment, 103d is the contact information-interchange section, 173d is the 
packet generation section, and 174d is the subnet selection section. 

[0100] Moreover, drawing 27 is drawing showing an example of a network system which used the 
network connection equipment of the gestalt 5 of operation. In drawing 27 , 200d is network 
connection equipment. In addition, about the same configuration as the gestalten 1-4 of the 
operation explained previously, the same sign is attached and the explanation is omitted. 
[01 0T] Here, actuation of the above-mentioned network connection equipment is explained using 
drawing 26 and drawing 27 . In addition, the gestalt of this operation explains only different 
actuation from the gestalten 1-4 of the operation explained previously. Moreover, the network 
system of the gestalt of this operation takes 100d of network connection equipment, and a 
configuration with redundant 200d, and connects a backbone network 210 and a subnet 230. 
moreover — the gestalt of this operation — 100d of network connection equipment — as a 
standby router — 200d of network connection equipment — present — business — as a router, 
it operates, respectively and is further premised on the condition that the switching hub 232 
broke down. Namely, it is premised on the condition that the entry shown in the ARP table 223 
of a terminal unit 221 at drawin g 21 (a) was registered in the same procedure as the gestalt 2 of 
operation, the entry shown in the ARP table 224 of a terminal unit 222 at drawing 22 (a) was 
registered, the entry shown in drawing 23 was registered into Records Department 107of 
network connection equipment 100c c, and the entry shown in drawing 24 R> 4 was registered 
into Records Department 107of network connection equipment 200c c. 

[0102] In this condition, if a switching hub 232 is recovered, by 100d of network connection 
equipment, the ARP reply packet shown in drawing 25 will be generated like the gestalt 4 of the 
above-mentioned operation, and the ARP reply packet concerned will be transmitted from a port 
292. And in a terminal unit 221, the entry of the ARP table shown in drawing 2121 (a) is updated 
like drawing 21 (b). 

[0103] On the other hand, since 100d of network connection equipment serves as a standby 
router, it cannot perform the communication link which used the virtual address on the subnet 
230. So, with 200d of network connection equipment, if condition check section 101c detects 
failure recovery of a subnet 230, 103d of contact information-interchange sections will generate 
contact information based on the entry currently recorded on Records Department 107c, and 
they will transmit the contact information concerned to 200d of network connection equipment. 
That is, with reference to the contents of the entry of drawing 23 , IP address 652a and MAC 
Address 652b are transmitted as contact information. 

[0104] At 103d of contact information-interchange sections of 200d of network connection 
equipment which received contact information, the IP address included in the information 
concerned is transmitted to 1 74d of subnet selection sections, and in 1 74d of subnet selection 
sections, the subnet 230 in which the received IP address is included is chosen from the subnets 
which 100d of network connection equipment holds, and it notifies to 173d of packet generation 
sections. 

[0105] In 173d of packet generation sections of 200d of network connection equipment, as 
shown in drawing 25 (a), an ARP reply packet is generated. And in packet transmitting section 
104c, the received ARP reply packet is transmitted from a port 292. 

[0106] In the terminal unit 222 which received the ARP reply packet, the entry of the ARP table 
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shown in drawing 22 (a) is updated like drawing 22 (b) based on target hardware address 660e 
and target protocol address 660f contained in the packet concerned. 

[0107] Thus, while writing as contact information as the configuration which sends only the 
combination of an IP address and a MAC Address and acquiring the same effectiveness as the 
gestalt 4 of the above-mentioned operation, as compared with the case where an ARP packet is 
transmitted, the traffic volume of a backbone network is sharply reducible in the gestalt of this 
operation, further. Moreover, in the gestalt of this operation, by the case where an ARP reply 
packet is generated based on the entry recorded on the Records Department of self-equipment, 
and the case where an ARP reply packet is generated based on the contact information acquired 
from other network connection equipments, since processing is the same, mounting can be 
simplified. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the configuration of the gestalt 1 of operation of the network 
connection equipment concerning this invention. 

[Drawing 2] It is drawing showing an example of the network system using the network 
connection equipment of the gestalt 1 of operation. 

[Drawing 3] It is drawing showing an example of the entry recorded on the ARP table of a 
terminal unit 221. 

[Drawing 4] It is drawing showing an example of the entry recorded on the ARP table of a 
terminal unit 222. 

[Drawing 5] It is drawing showing the MAC frame from a terminal unit 221 to a terminal unit 222. 
[Drawing 6] It is drawing showing the configuration of the contact information gathering section 
102. 

[Drawin g 7] It is drawing showing an example of a MAC frame format which stores an ICMP echo 
request message. 

[Drawing 8] It is drawing showing an example of a MAC frame format which stores an ICMP echo 
reply message. 

[Drawin g 9] It is drawing showing an example of an ARP reply packet format. 

[Drawing 10] It is drawing showing the configuration of the gestalt 2 of operation of the network 
connection equipment concerning this invention. 

[Drawing 1 1] It is drawing showing an example of the network system using the network 
connection equipment of the gestalt 2 of operation. 

[Drawing 12] It is drawing showing an example of an ARP reply packet format. 
[Drawin g 13] It is drawing showing an example of the entry after updating (ARP table 224). 
[Drawing 14] It is drawing showing an example of the entry after updating (ARP table 223). 
[Drawin g 15] It is drawing showing the configuration of the gestalt 3 of operation of the network 
connection equipment concerning this invention. 

[Drawin g 1 6] It is drawing showing the configuration of ARP packet junction section 501b. 
[Drawing 1 7] It is drawing showing an example of the network system using the network 
connection equipment of the gestalt 3 of operation. 

[Drawing 18] It is drawing showing an example of a format of an ARP request packet and an ARP 
reply packet. 

[Drawing 1 9] It is drawing showing the configuration of the gestalt 4 of operation of the network 
connection equipment concerning this invention. 

[Drawing 20] It is drawing showing an example of the network system using the network 
connection equipment of the gestalt 4 of operation. 

[Drawing 21] It is drawing showing an example of the entry recorded on the ARP table of a 
terminal unit 221. 

[Drawing 22] It is drawing showing an example of the entry recorded on the ARP table of a 
terminal unit 222. 

[Drawing 23] It is the example of the entry recorded on Records Department 107of network 
connection equipment 100c c. 



http:/ / www4.ipdl.ncipi.go.jp/ cgi-bin/ tran_web_cgi_ejje 



2006/05/09 



JP,2002-232448,A [DESCRIPTION OF DRAWINGS] 



2/2 



<» 



[Drawing 24] It 
connection equ 
[Drawing 25] It 
[Drawing 26] It 
connection equ 
[Drawing 27] It 
connection equ 
[Drawing 28] It 
[Drawin g 29] It 
[Drawing 30] It 



s the example of the entry recorded on Records Department 1 07of network 
pment 200c c. 

s drawing showing an example of an ARP reply packet format. 

s drawing showing the configuration of the gestalt 5 of operation of the network 

pment concerning this invention. 

s drawing showing an example of the network system using the network 
pment of the gestalt 5 of operation. 

s drawing showing the conventional structure of a system. 

s drawing showing the configuration of the network system using VRRP. 

s drawing showing the outline of an ARP reply packet format in which it is used 



by VRRP. 

[Description of Notations] , in , in1a 

100 100a 100b, 100c. 100d, 200,200a, 200b, 200c, 200d Network connection equipment. lUl.lUla, 
101c The condition check section. 102 Contact information gathering section, 103,103a, 103c, 
103d The contact information-interchange section, 104,104c Packet transmitting section The 
105 junction sections, 106 A comparator, 107,107b, 107c Records Department, 108 An ARP 
table 173,173d Packet generation section, 174,174a, 174c, 174d The subnet selection section 
and 175a and 175c Transfer packet generation section. 210,210b A backbone network, 2" 11.21 1b 
Communication path, 221,222,227 A terminal unit, 223,224 ARP table. 230.230b. 240b 250b , A 
subnet 231.232,233.234 switching hubs, 281, 282, 283, 284. 285, 286, 287. 288,289.291.291b 
292 292b a 293,293b port, 441 The request transmitting section, 442 A receive section, 443 
Study section 501b The ARP packet junction section, 504 Subnet fragmentation part, 518 An 
ARP packet receive section, 519 The retrieval section. 520 Request transfer section. 521 A 
backbone packet receive section, 522 Reply packet transducer, 523 The reply packet 
transmitting section, 524 The subnet selection section, 525 A request packet transducer, 526 
The request packet transmitting section, 527 The reply transfer section, 641c Recovery packet 
generation section. 
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fzS-SUTAR P^r— ^SKKU »Br*ftfc 
[»*«2] SSI::. *?**;h*5ARP^ix 

WEARP/^!y h§«¥S*<ARP U^XX 
K*»«Lfc»»l=. tnBJKftL^ftflteaiimoD^U 

lufiEA R P/<^ hSf?StfARP U 'J^^/^v h 

rpu hsa&flrrs >j ^^riE»*«i % 



SfLfcARP/^^ h£*S$ — K^p ha;U7 K 

«^&ai^-y^ k^p hu^7 Kuxa««*i«» 

mre/<^^7f?->/^^ hg«¥g^ARP'Ji?xx h 

C7 KUXfc V— X/v- h^i77 Kl/Xi$RSMA 
C7 KUXIz§£&;i£U>?xx h/<$r-y h«»#S 

ffS^ARP'Ji7iX h/^^/ K£SiR$*LfcU- 

Mz&ff-f «U0xx h/^-v h 
ItTlH/^^^TfC— >/<>r^ hSfll^RtfAR P U^-f A 
>tv h*»«Lfc»*f=. KB*?*? hS«^S*<tt 
ffiLfc* — h^P hruUT KUXI=»-3lvcM A C 
T K UX tMt «R 2 OMfK & . 
J65tMAC7 Kl/Xfii^- K«5i77 K 
UX^fgI^fc5MAC7 KUXlC»#jft5u V — 
X/\-K«)i77 KbXSfiSMACT KUX(C#*» 

ftMi(DA RPU ^^-f/^T^ 

[KM 3] h 1 ?— J?«t. *tS<7>ag 
SlffiSfii:* *K*fc*^ hr7— £ V'X-x-Mcfcl^T* 

OMttBSKaL, *t"J*v hrt(Dftfi»*Sa/»<»Bf 

KKtteiimoJiKiiiifeaiciz^tj^ m-v-y^v y±o>± 

$8i*&m<D\ P7Kl/XiMAC7KL/X*8«8M 
«^LfcJ£g!gB1f$gf::g-3^TA r p «J ^^^/<>r^ 

SltLfcARPy^-f/^^ht* /^^<77fC— 
m<D*V hD— ^»t*»a*^&glt»ofcA RP'J^7 

P7Kl/Xd:§gI(Dtoi P7KUXi:$ik8t41t 
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€■ I PT KUX#J*£ Ufa I P/t.>rv 

lcSr5^TARPr— :?;U£M$fU felK. ttff^ftfc 

KI=gg|*^fc4g^Siao3ARPT— 
^ttlzM-TfciftcOARP'J^-f/t^-v \~-&±fiith 

firiSARPU:?^/^-* KSifl^Sli. mm\B\wvr 

tiriES-a^gai** si+gzofcARP'j^-</<^r-v h 
icg-3i^TARPT— yjizbhizmL. EiK. ra— y- 

Mc&ta^fcigJfcgacDARPr— 
£ ftfcSijfcggro a r p-r— ^£4, tlcp-rfctowS 

mrieARP'j^'^'f/'?^^ h*fie/2i«^si*. itrtem 
1 omwt'rv y^^ttfcAR p y ^ 

a«U 

W!B«-SiB^g«l*. S(+|l!ofcARPV^7'f/^y K 
l~«-3(,*TAR P-r— :7;u£4,ilcMU Ja&$. d— y- 
h±(DSg*^«r B 1TI*fcSt''(DMAC7' Kl^X£ 

=7 4 * v -b - ~> & s^-r -5 a«*« t . 



una 1 cMPxn— u^-r j« «y-tr— vicg-^L^r-y-^ 

ga£JS^-f 3 -y- i-tssiMisis-r 
(omm^m^mL. hwos-sg&sfcsatfa-ir 

mm l fcigit gaisss / < v <? is* v v r> — ? $ 
^sa t .5 ttiugciiMRft ft^a t , 

wiHis^a'twsi^-5t^TARpy^-f/<>r^ 
hic^m-r-SAR py ^'yjA'ry i-^mymm^ 

P7KUXteSf(Dtci| P7 KUXir^it^-TSJt 

# I P7 KUX*<M>S-l)l*-&tc, frffi I P/^-y 

ai^LT2l«-r-5 l P/^-y K5il«^®i:. 

[H*^8] f^'^ii^bARPiJ^iX 
K/^-y h^fdiARP 'J -J^jiWv h^S<IL. S 

SARPA^rvhgffgi:, 

M12A R P/^-T-y hSi¥S4<ARP 'J^XX Vt<.>TV 
K^S«Lfc«^lc. |triSi|Jl«Ufcffi^ait#054>l~ 

9— ^iritrfSARpy^xx s/t-T-y h^jint-r-s y ^ 

xx hteiH^ei:. 

MIEA R P/<>r-v KS^l^SA^AR P ') -?*7<<i^>tv V 

h*fc(±A r p y -y=7^ i^-j h^g<fr-5/^-y^^— 
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C7 Kl/XtV-X/\- K^i77Kl/Xt$fgMA 
CT KL/XJr##&*.£y?iA h/^y hfttt^S 

H=afeflM-*'J*xa, h/^-v HifSi, 

%ftMAC7 Kl/XfeiW-y? h/\-K')i77 K 
l/X^ieit*fe4MAC7 FL/Xlct$M, V— 
X/\— h'^i77 KUX£iKJgMAC7 FU>U=S&gt 

3B3fcgg(D I P7KUXtMAC7KL/X £&*Sgffif 
Lfc A R P "J ^^^^7 /<7^<|f- 

t-v—ozm^Tm—y-y^v \~izmm£tt%fe<n*y 

h"7— ^SlKSfi^&SltffiJofcARP'J^^ 

wear p y h£^s?£*tfc-y- h= 

P7 Kl^Xi: ISlroto I P7 KUX<t£J±gt-f £it 
=§- l P7 KUX*<M^C-5)ii-&lc. (UI2 i p/<+r V 



ir, uz&mztitzimiamwoARPT— 

^^ttl:Itfcft(DARP'J^7'f/^7 h£*Wt 

MiSARP'j^^-r/^-y hjne^i*. weejs/^ 

S-y-^-y hCgSJtifcw^SiOAR Pf-^J 
4,.i:U:M-*-fc#><DA R P y zf^-t/Vrv K ^-y-^-'y 

hicS^I* =h.fc4&3fcgBco A R P^r- 

^^ttCItfcfcOARP 'JZf^^f/^V h&±l$. 

/^•>^7t?— j7*^&. saw-:?*? hizmm 
mmmmmzgiii-isLvtzm-si^ mmitMmmmniz* 

•3UTARP 'J -}=y4*>T~j \-&±f&-rZ>WZ2 0)®W<i 

WEARpy h£j£/*ifi^Ki*. wess 

io3iHi«/^>7--y h ±ss.^-mz J: y $ Hxtz A R p y 

7-f/<^7 h, fc«fctf3l2<0!Uffi/^7--;> h^^SlCcfc 
y£j£3*ifcAR P y Zf^^/i^rv K $-y-^4--j/ M= 
&m^£c££$#a<t^StS#JS7l::E«<D*-;/ h^- 

I CMPia-^ix h> v-b— S?*"^p— K^-vx 
UE'J^iX h(=«-r-S)E§i: LX I CMPia-'J^ 

Stfffi i CMPI3- y > .y-t— c;irS-D*^r-y^ 

hrt<D2ffi^S<D I PT KUXiMAC7 Kl/X© 
[o O 0 1 ] 

— vmm&m.&ffiz-tz*^ kc— ? ->xfAi:it§t 

[O O 0 2] 

(Internet Protocol) A-V h 7— ^ (ZfcLNT, 7U— ^ 
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[0 0 0 3] &&<D)is—*&mi*Tmmm;&(»7ZM:it& 

ftztzsX'rJxt LTIi. Trials. 1#|fi^l 1-261 

6 2 0#^|C|e«0) U-jifSflzfeltSETLAN 

a>*»«tg£*rr*;i/— mz 
asi^r. i oiimmjis— *T?fey. i i i*ftafu— 

fe<5>o 

[0004] ±i5^ffiiBaa>atff-e(±s *?*'vM4 

ici -oomm^—z i o£gua;u— $ i otiigijcDfts 
* i i ££jB*"r* 0 co)i:^ $ 1 0<D 

^ ^aasftaa^— $ i i (ztfe^^i:^^ 

LtS^ ft^;b— £ 1 1 T:!*. p i n g/Vrv 
c^ySffi^l 0 5Eat§c fit, gUB;u— * 1 

o tte-o tzm^iz it. m.mjis— * i otfifflit 

t^f-MAC (Media Access Control) 7KL/Xjftl^ 

i i fts;u— £ i i bK i 

oic^yftt5oTiiif^-r^o *(*M(^t^i:. mmji>— 

[0005] £fc. «gfc<z>;b— $£JBUTiifiig2§<7>:n: 

fifths? :>X^fA£ LTfi. ±IBianf^ VRRP 
(Virtual Router Redundancy Protocol, Internet Eng 
ineering Task Force: IETF RFC2338) &ftl^tz*V h 1 

[0006] VRRPtit aa<3);u-$4<fig;i/-$ 

*8lJi£U iSMACTKUXdrftKDI PTKUX£ 
£-9- hftfrSfTf £-£T*{E2BMACT KUX£ 

i P7 Kbx*f«^- *i=ii»u HHi;i/— *<d*S 

— ?3d^(DV RR -/-te— i?(7)Iij^*<&i,\c:±:£t,o 

P7 KUXS«fflLr«3M6ft$ff5o 
[0007] g|2 91*. VR R P 3rffil>fc^» V VI — 0 
yXfA^lSJ^titfelio gl2 9|Zfc^T. 2 
0, 2 1 *T?fcy. 2 3, 2 4, 2 5liX>f^ 

>^/\^T?fey. 2 6, 2 7 fiSffi^ST'&y. 2 8f* 
W'Vhtfey, 2 9fiA^7t?— h? — £T* 



[0008] @30l£. VRR P"Cfflt^£>Jh,'&A 

RP (Address Resolution Protocol) U -f V 

T\ 3 0 al*55SfcM ACT KUX (MA C D A) "Cfe 

y. 3 0 b(£3ifl7cMAC7 Kl/X (MAC_SA) 7? 
fey, 3 0c(iV-X/\-K')i77KbX (SRC_ 

MA C A DDR) -C?fey. 3 0dl±V-X?Ph3^ 

TKUX (SRC_I P A DDR) "Cfey. 3 0e(j: 

h/\-K r )i77KUX (TAGT_MAC__ 
ADDR) "Cfey. 3 0 f ?y hZ?P hi^UT K 

L>X (TAG T I P A DDR) T:&&o 

[0009] ^8f2 6fcd:i;2 7tlt *rZ?*)\, h 

2Hrr*o fc£*J£. ;u — £ 2 0£*iSffl;u — £ £ LT. 
2 1 £ LT»flFLTL**»* % Jlfl 

[oo lo] f it, giis^— *2oa<stprf£<t. » 

$2 1T?li. @3 0l:fvtARP'J^7-</^^ 

h**^*^ h2 8|c*fLT3l«-r*o -f&;t>*>. ft* 

;U— £ 2 1 "CI*. ffigMAC7KUZ51f7cMAC7 
KLxX3 0 bSWv-Xn-K'JiTT K UX 3 0c 

ic^Sftu. i pt KL/Xfv- x^a hu;b7 Ku 
X 3 0 d (zfett L. ^Q— K+VX h7 KUX^5S5feM 
ACT KUX3 0 alCteJiftU dCOt^^X: A R P U 
-</<^r^ K2 8fz*f LTjl{rr£ 0 

[0 0 1 1] ^tr. «-X>f VT>7/\Z?T:1*. ±IBAR 
PU tt'frt+v K^Sftfccfct/e^L, SSMAC7 
KUX(Dgl^;b-$ 2 1 0)^fS](D7K— h\Z&&Z£$: 
?f U (521M ACT KUX5g<DMAC^U— A 

2 i cD^ip]izS2l-r^ 0 cfrizcfc y . 

^ 2 otmmLtzm&iz&i'ixt. ^--j^v vzi 

[0 0 1 2] 

«IS*S1t*<HB3lttl3tt«0!>*^ h7-**84Lt»« 
[0 0 1 3] tztz-lt. 12 9(Zfcl\T. X>T V^^<f 

2 7^a>ARpy^xx h/^^ h^®s^tg<t?S:y. 

am^fT^Ct^^ftl^ 5ffi3RgM2 6CDAR 

ii^lZOtNTI*. «»*tt«2 6*<5B5feMACT KUXIZ 
«5SSS2 7 (DMA CT KUX£l£S Li^gl2 7-v 

fZc*:yaS/<>r^ KD*«^RlSgt3S:y. iim^te 
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[0014] *§zmi*. ±u\z&fr-cte£titz*,o>-e& 

£aa*rtg£*-v h^-fjlSgl^fiCtSIMt 

[0 0 15] 

[iia£8?s*fr-5fc#>a>^K] .taLfcaesfimu 

* ti-c t » ■sttsi £ mm l fc a^-icaaasit aonx 
**»3R-r*tt»K«*« caa-rsaaroaaoaa 
aaai o i less) aaaaaaaaaaaizj: 

ACT KlsX*«*ttaa*& LTi|Rft-r*^ttSiatil 

aaa^s (tt«swi« aaas? i 0 2i=ag) a 

»Lfc&aaati!a£* /<^*/K— K9- >?£ffl 

aatscarsaaaeaas&^a (aaafiaas 
gitaofcaaaawaKS-^-c h£g#?-r 
a) aaaaaaaaica-ditTARpy??*^ 
*ifc*?*? n=3as«r*ARP'j^-f/<^"y k^js 

0 4tcffiS) <t, t|3|E|ta^& I P/^'-/ h£g(tIRo 
feaai=. 555fe I P7 Kl/7.tigffl)to I P7 KU 

^.t*jta-r*jta*« utaai osiers) t. a 

1 PT KL/X*«*«t -5 ME I P/^7h^ /< 

i=»LTjaiar* i p/«r^ haa*a («t»«»i os 

R P 'J ? 7 1' / <^ y Mc«r5 1 \T A R P t— $ WS\ 
U UM* »W**ifcit*«a4:l4/< , y.^*— >*v h 

■3-^**L-caa*fT5ct*»«i:-r*. 

[0 0 16] o^<D^0Jlc^A\i,^.-v h 7— ->XfA 
/^•y hSfcliARP'J^^'^"; h$SiSU 

ARP/^»; hgffi^a (ARP/^!» hg«g|l5 1 8 
l=ffiSJ> BUfBAR P/<*? hS<i#S*<AR P 'J? 

iXI-/^7h$S(ILfeS6l:, aaaaLfeaaa 



^8 O&SS&s i 9lc*gS) t. ffreaaft<a£*iTlt 

&l**3^l=. ls*V h"7 — ^dtfSAR P 'J 

?xx h/^v h£3e£«?-5y-7XX hgSI^S PJ$ 
xx hg£!SP5 2 Olcfflii) fc % SfEARP/^vhS 
IfSi'ARP'J^-f/^7 h£SaLfe«*l::. /\* 
-y^Tl?— h'7-*taSARP^7'f^f h 

«aar«>j^7'fiEa¥a cj^-fRaws 2 71c 

<t. A'^^->*7 K9-^^bARPU^l 

x h'Vrv hffettARP 'J ■? ! 5<<i\'rv h£g{rr<5 

gffigf 5 2 1 iZfflS) SfLfeAR P/<*r-y hj*e> 

ywr^wl (*7*»n«»5 2 4taa) ite 

ji.V^^—^/^V hga#SA<AR P «J<7XX h/^ 

•y h^gaufcii^lc. iilft/<^-9 KBSMItcMACT 

KUXt V— X/\— h'7i77 KUXt?ffigMAC7 

xx h/i^y hS^SS5 2 5i=iaa) §fr^it^<D 

ARP'J^XX h/^*> h*»RS*lfc*V*v hl=a 

hsasps 2 eic^a) tme/t?**— >/<-!r^ k 

5ffe4<ARPU7"7^/<77 h$g«Lfc«^fc. 

;U7' KUX|cg-5U-CMAC7 KUX£&3s-f -5^205 
a**8 (ttP^SP5 1 9IC*g=!i) JSftMAC7 KV 
XSJtW-y? K7I77 KUXJ^ST* 

fcSMAC7 KUXlra#g|S. % V— X/\— h'7i77 

7 i-^ftf a cj^-r /^-y hsa»5 2 2i=4ia) 

i:, f?Mft(0ARpij77'f/^7 H$aft£;h.fc 

hicaa-r-S'j^^-f/^-y cj^ 
^at-r-s. 

[001 7] 0^<Df|BJ|zA^A^^4• > V h"7— <? ->X-rA 

■y^*»y hi=aa$^/tao>*-y h^—- >aaaat© 

hTi^ttasBML^aaizaaaaaaoaa^a 
^•ri)«SM«#s (tt^ffliigen 01 aicfga) 

aaaswaa>aaji*i=j:y. m—a-7*vi-±<D± 

m3Z&Wi(F> I P7 F UX tMAC7 KUX ^S^gStff 

atLraa-rsaaaawaaa^ai:. Jixaufcs 
aaaaaiza-^t^TA r p y ? s 74i\*tv h^^^-r 
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9— *ft«fflt*&*l**-3fcA R P 'J ^9*f/<** h 
W3*v hStRS?1 7 4 alzffiS) luIBAR P'J 

ic. 5S5fc I P7KI/XtSSf(0toi PTKUXit 

r p 1 j ^ H=*r5i*r a r p^f— :?;u£M£r 

[OOI 8] *Og<D§£WiZfrfr£*y i?vXfA 
K*^*^ H=tt*S*lfc*3fcg1t©A R P^-^U^ 

t izWL~ttz&>(D A R P U^-f /<^r^ h££fifc-r5lsl 
I*. WEBfl|/<^v K4*¥«liJ:y4***ifcARP 

£g{iLfc. M^ttttt^fefcttauscoA 

R P^— <hlzMt"fctf)CDA RPU Zf^'C/S'r v 

ofcAR p 'j ^v^r/^^-^ h(3S^i>r a r p-t— 

[0 0 1 9] Off0>ftnrc^^«^«y h9-i?yXfA 

BW-:/*? K(-}fig!$tLfc5£^gSOAR p^f— 

tttcM^fr^OARPU^^-f /^^r^ hS*fi£-r*K 

1 nw&'Wv h*ja^a (iaia/«r^>*j5£«P6 4 1 

«8i1Mll:»^tARP»J?5^ h 

^>m2CDlnim^^^ hfltfiE^S (/\°^r^ h£j£Sfl1 7 3 
dlZffiS) £ N IieARP'J^-f/^^hi 

y4jS$^ARP'j^7^/^7h, 33j:i;s2(Dia 

(tlx -otzAR pg -J^'C'S'rv HcI^i>tAR p-x— 



[0 0 2 0] ofrtD^KlcA^S*^ h9— 5vXfA 
icfci^T. f*EftglSeif«JR«*S:li. i cmpxzi 

3l{rf3'J£xx hSflmt CJ^ix hi£{tgP4 4 1 
IzffilS) iffi'J^iXhl:»t5J£S(i:Lt I CM 

§P442|cffl^) S5E I CMPxzi — g v 
-tz— -xlzSo^T^^^^ hrtO)2g^M(D I P7KU 
X(bMAC7 K UX(D^^t)t J^it S 
(^gSS443fZffi^) &ffi7LZ>Z.k&#mt? 

So 

[0 O 2 1 ] 0^<DfgBJ|::j!>^.£**;/ h*7 — 

Us R— y-^*V h±<D£a83fcg®a> I P7 KUXirM 
ACT KUX£&g^MfiNS<»: LTJRft-r*^S1Ht 

Sir, wriBS^SWS^ScJ^-CARP'J^-r/^r 
fc-y-^--> KIcSI-ffT-SAR p *)-3=j4i\*Tv h*J$/ 

HUIE I P/^-y K^. /<-v<7tH— >4--v hr7— <7$ 

[0 0 2 2] 0^<7)^BJ|-3t|N*x5^.y — ^flHKSC 
l-feotli, t^*7h*.6ARP'Ji?IXh 

AR P/i^-y hS«^S<t. lul5A R P/^-v hgfl^ 

is*<ar p unx h/<^»v h^s«Lfc«-a-ic % mm 

CI, /<-V^/f<— > 1-9- ^(CtfJfBA R P "J h 

/^^hJMt^'JfiXhggfSi:. MIBARP 
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^/^•v H£j£«r&y :75-fiii£#st. /*s/*t|?- 

K9— A R P iJ^IX h/^'V h^fc(*A 
gS^St. Sfl LfcAR P/i.'rv bfr$>9 — fv h ~J 

u k=i;ut Kux^aaju jR^-rsm-*fci*sa<D 

htD^A^tSK* — y-y h^P hPJUT KUX 

t. stria/ w^*— hgifStfARPUfi 

M ACT h*UXtV-^/\- K^xTT KUXt£<5ig 
MAC7 KUXIcS^&Tt&y^xX h/^ry h^&^ 

St. ttfijiiroA r p 'j 9 

t. ltria/<->^7K— hSIfS4<ARP'J^7 

tftttiiLfc* — y-v h^P hP/UT KUXI=g-3l^TM 
ACT KUX£&si?-r&m2<D£tsis#St. %5feMAC 
7KUXj3*tf$ — *f •yh/\-K l 5i77Kl/X^I 
ei-Cfe4MAC7KL/Xl:ft^. V— X/n— 

177 Kux^ffiSMACT Kuxicg#&7i&y ^ 
•f/^f hiiif at. «£»a.&<DARpy 

[0 0 2 3] -^(DSSKK*^**^ hr7— 

mzHfL^irz-y-y*? h t£5E g&ig&L. fct*.is. -y- 
hfc<fctf/^;/£7K— K9— !7£ffll'^-cl^— 
■y•:?:^••;/ ^-^^iggtro 

Jh-T l» 4 tt^ $ BHI L fc Ji^lz S^M1S«<DJRm £ ts 

U. 15— y-7*ry h±<D±«B*SS<0 I PTKUXtM 
ACT KUX££f£gM1fl8t LTifem-f -SlSISgglf 
$RlRffc*St. i&*LfcS^M1f^l;Sr3^TARP 

K7— ^jtiK^a^esitstofcAR p y^-f/<^^ 

mmfrh, I P/-?>r-v h£glt&ofci§-&lz. 5S5fe I PT 
KUXt g^ScDto I P7KUXt$lt8r51t8f 
St. <& I PT KUXA<Mfc:-5i§-&lr. buS2 I P/i+rv 

— sgmi=*tL-c surra i p/Wv h-sm^st. $ 
«s^i>ct^^stt-r-5o 

[0024] •og&mBMizfrfr&z.-j hi—zmigimw 



S-tJ-^-y Mc&giStifcaisfcgMcDAR P^r— 
4,tlcM-rfc«)©AR P 'J Zf=7-< il>rv h££jj£-r-i>[H] 

£<s*.. fr^ARP'j^-f/<>r 
h=i«^si±. mmmwt'rv h£j£#si=«fcy±j£ 

^giOAR Pt— :?;u£4,t lcM-rfc&a>ARP 'j 

-r s. 

[0 0 2 5] OgfOftHlZfrfrft*? K9- *&glgfi 

\-lzmmZtitzimJ£&9.0>ARPT—7)\s& 

mmv-y*--j hirg^^^fcig^gsoAR p 
■x - $ t, t iz mr fc a ro s s «t is o 

s^e^s^isffii^s^TARPu^^-r/^ 
h-$^-r-5»2<oiHi«/<y-y h±fiEfat. 
«iriHARpy^^-</<>7-^ h£j$/j2Ht^&i*. m 

U^W/^^ h. *JJ:i;a2(DlHl«/^'7--y h^J$#S 

i=j:y*sE*tLfcARpy -J ! j-ii\*Tv v. 
h icsit * c t $ t -r s o 

[0 0 2 6] o^O>$£iK(c;!f>j!)N.&*<y K9-i?SStgt 
l=fcL^T. BtrlHJS^S1^#JR*¥Stt. ICMPXn 
— 'J-J7XX h> ^-b— v^^P— K^r-^X hT Kux-e 

Mts^i^hsifst. Btrisy^xx hi=«-r 

tliSf¥at. fltrlBl CMPia- y^-<> -y-b— 
i?|Z»r5L\T-y^--V hWtD^^aO) I PTFls^t 
MAC7 KbX©«^t^gt«¥ff St. * 

ii^.5ct$#at-r*. 

[0027] 

[0 0 2 8] Sll6fl5»I8l. Slli. *S£B^|CA^A^5,^. 

y. i o i i*tt^5t^ajT?fey. i o 2 i±}$^ggif $g 

iR*gp-cfcy. 1 o 3i*itiKSMit^3cmsp-(?fey. i 

0 4i*/^»v hitiflSB-efcy. i o 5i**«$PT?fey. 

1 o e i*tb$£as-c2s y .107 lig^gatt e»-t 
i>ie^sp-r?fey. 1 o8i*ARPf-^i/tfey, 17 
sii/^-v h^jSSiS'efey. 1 7 4i*-y^-v hg#?g? 
T-fey. 2 i oi*/n*-v>^— >*-v ^T?fey. 2 

1 h9— 7S^SPB^^.5tS{t/<XT-fcy. 

2 3 oi*-y-^^--v HTrfcy. 2 9 1 li-y-^4--y hOAai 
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2J*°— KTfcy. 2 9 3I*/^£tF— V**;/ h- 1 ? — ^CD 
[0 0 2 9] Sfc, g!2li. HS£(Dff2® 1 h9 — 

T?fey. 23 1, 2 3 2, 233, 2 3 4 l*X-< V T > 
V*\-?-GlbV. 22 1, 2 2 2, 2 2 7li«*gftfc 

y. 223 ii sg* gf 2 2 1 0 a r p f - fe y , 

2 2 4li^gl2 2 20AR Pf-^-(?fey, 28 
1, 2 8 2, 2 8 3 l£X>T <y 5 ?><f/\-?2 3 1 OAS* 
tK— h"C?&y. 2 8 4, 2 8 5l*X^^f >^/\?2 3 
2(0Aai^^— h-efey, 2 8 6, 28 7, 2 88, 2 
8 9l*X-< vT>7/\?2 3 3<DAa5*7K— ht'fe^o 
[0 0 3 0] ZZ7? V 23j:tfa2£;iil*TJLfB**;/ 

00 t 2007b<5tS>S: 

mm&t y. /<^/f?— 57 2 i o 

10 0*W-$^:Lt, — ^S3KSM2 0 

*;K^;hJafELTl^tCD£-r 

[o o 3 1 ] ^-r. *v h^— ^ftttStlti o o-efi. 

^•7— ^«*«ii2oo4:a>i»iittii*aa-r*. -<d 

RRP* yiz-v^CD^gU^y^? C<t t LTtxfc 
l\ Sfc. h?— ^ggc^Sl OOCDtt^titggpi 

0 1 -ete, ^ hr7 — 2 1 o±<omm/< 

X211 *v h? — £&g£gg2 0 0CDtt®*£ 

fssui o 1 ic»Lr36JH»^a««©»ft«tt*jaifli-r 

[O O 3 2] /^^^Tff— h9-^ 2 1 0# 

ATM (Asynchronous Transfer Mode) h 9 — £ CD 

S^lCli. 2 1 lO-RiLt, VC (virtua 

1 channel) $"fM"3~<?>o 

[0 0 3 3] Z<Dt£fgT% 385fcgS2 2.1 fc«S3fc3£B2 

2 2*«T-*i«I*fT5»^ S-aK*gaT:li. 
C#ISi*j!LTl x <5fc5l ,v <D I P7Kl/"^i, ARPfZcfc 
y?ilfrSl^MAC7Kl/Xi, ?ARPf-^l/ 
Clg^-rSo S3 1*. ^gt2 2 1(DARPf 
— ^KClS^*tt-5>X> h U (I P7KL/X, MAC7 
KL/X) (D-«S*-rBT?fty ( (a) l*IE«B#£ 
(b) li^SB#^S"T) . 481alilP7 KUX ( I 
P__2 2 2) -efey. 481 bliMACTKUX (MA 
C_2 2 2) Trfcy. 48 2alil P7KI/X (I P_ 
2 2 2) -Cfcy. 48 2 blJMAC7KUX (MAC_ 
1 OO) T'fc£o *fc. S4I*. ^8i2 2 2(DAR 



p j f-^;Kzis^^tti>x> h u <d— w^-ra-efcy 
( (a) i^nsm^ (b) itmrnrnzm-n % 48 6 a 

li I P7KUX (I P_2 2 1 ) "C&y. 4 8 6 bl*M 
AC7KUX (MAC_221) "Cfey. 4 8 7 a (i I 
P7 KUX ( I P_2 2 1 ) "Crfey. 48 7 bl*MAC 
7KUX (MAC_2 00) "Cfe^o 
[0 0 3 4] X-< ^>^/\?2 3 1 Tl*. $£5fcgM2 
2 1 fr£3Ht£*l£AR P/<<T^ h£*°— h 2 82t5 
ftU 31ft 7UM ACT KUXlzS^LNT. Si^t2 2 

1 h2 8 2<b3t\z&$iZtLXl*Z>zt&¥W-? 

£o ^g!2 2 2^t>Slfl**i*ARP/^^ 

h£*— h2 8 3t?gftU M5tMAC7 KUXlZfi 
0*^T\ ig^fi2 2 2^7K-h2 8 305fe(Cgg!$^ 

tt>5Ci:$¥ft§o H#lc. X-<7f^A?2 3 

2(ZfctNTIi. S3£gM2 2 1 h 2 8 4(DftCS 

«S*U «3RSS«2 2 2*t*— h2 8 50>ftl=«M«**L 
Tl**£i:£*»U $6>IC % ^«>f^y\?2 3 3 
(rfctNTI*. ^S5SSM2 2 1 h 2 8 6<D9tlzmm 

**U **K«2 2 2i«7K— K2 8 7a>5felC*«**ir 

[003 5] ±E<D<fc3lz*HLfc«l*. X>f^>^ 
/\^2 3 1"eii. ^5Egi2 2 1 OMAC7 KUX%(D 
MAC7L/- A^tK— h2 8 2fr&fcHAU 5g*SS2 

2 2 (DM ACT KUX?S(DMAC7L/-A^~ h 2 8 
3fr&HiA-r*c H5tt. S*gl221^bSs*gl 
2 2 2^CD3I{IMAC^ U— A$^tit*fc5o 'H 5 iZ 
fcl^T. 3 00 aliMAC^7^fiPTfey, 3 O O b it 
I P7b-AgJt*fey, 30 1li^MAC7KUX 
(MAC_2 2 2) tf&y, 3 O 2(i3ll«7cMACT K 
L/X (MAC_2 2 1) t?fey. 3 O 3 I P7 K 
UX (I P_2 2 2) -efcy. 3 O 4{i^<l7c I P7 K 

i/X (i p_2 2i) r-fe^o ffi^i2 2 

2(DI PTKUX^ISSfcl P7 KUX3 O 3 L> 
¥§LfcMAC7 KUX^5B5feMACT KUX3 O 1 lZ 
giS^CD I PT KUX£i£<t5u I PT K UX 3 

0 4|C^SL. §I8^MAC7KL/X^M7CMAC 
T KI/X3 O 2(Z16^L. -?"(D^ MAC7U-A^ 

[00 3 6] f LT, ±1BMAC^U— $&5tMA 
C7KbX3 0 1llSo*lNt, X-f-7f>y/\?2 3 1 
(DtK— h 2 8 2 fccfcl/2 8 3. X-f 7f >^/\^2 3 2 
CD*— h 2 8 4fcJ:tf2 8 5 S X^^f >^/\?2 3 3 
(D/K — h 2 8 6fccfcl/2 8 7 % $Jg*LT^g*gS2 2 

2fziia*tt^o 

[0 0 3 7] -7?. X-f vT><?/\?2 3 2*)<St©U 

1 O 0<D#^t^SBl O 1 -ett. p i n g<D5fcj&*>V R 

»ttSC1t«4KJR0 1 0 2l=»LT»«««««a>ittill 
^^^■T^o fit, M/U2 1 l$JgftLT, 
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>s^s^2oorc^LT. esaa<. ^ 

[0 0 3 8] @6I*. Jt^ggltSJRSSS 1 0 2OSffi 
&7jkirmVtb&o @6lZfclNT. 44 11*1 CMPI3 

'J^ix h2MlSPT*fcy. 442lil CMPXa-'J^ 

^>r^^-tr-v^s{s-r^s«gsr*&y. 4431*1 p 

WSP^&So CCTM*. **y K9- £J£g!^gl O Ort 
CDSmSMItffiilXftg? 1 O2(Dl6^lCO^Tlft0^-rSo 
hr7-^7gSISfi2 0 0rtCD^^«1f^i|X 

[0 0 3 9] S7I*. &t^geif#gifc*0>fc#>lx 

s 0 mnz&i\T. 4 5 1 liMAc^^^sp-efey. 4 

5 21* I P^^^gp-efeU. 4531*1 CMP^^-b- 
vfiBT?&y. 4 5 4l*5l5tMAC7KUX (MAC_B 
r o a d c a s t ) T?fey. 4 5 5 I*£l{t7cM A C 7 K 
UX (MAC_1 O 0) -Cfcy. 4 5 6f*£S5fc I P7K 
l/X ( I P S ubnetBroadcast) 

y. 4 5 7i*sifi7L i P7 Kux ( i p_i o o) -efc 

So 

[0 0 4 0] **y h9~^Sigtl 0 0l^(Diigl 
flWRifcJUW 1 0 2 -ci*. U <7 XX hSMtffi 4 4 1 u 
*MAC7 KUX4 5 4£:?P — K**X K7Kl/Xi: 
U I P7K 4 5 6 ft*^*^ h 2 3 O^CD^ 

p— K+A'X hT KUXit5Cit'4rtLfc I CMP 
x=3 — <J £xx *y-tr— i^^>7 K2 3O0)7K 

— h 2 9 1 m^ff-T^o d<0* *y-fe— :✓[*. X-f *y^> 
y/\^2 3 1 5ffi^gfi2 2 1 l=l»fil£jtl 

So 

[004 1] I CMPxa-ij^ix h> *vir— 

(+»ofc«|*a«2 2 1 "CI*, it^t IT, ICMPX 

a— si si*. ^«^fi 

*y-tz — V^<S^1"§MAC ^ U — JxZPj "7 »y hCD— 9i 

^Tvfgltfe^o g]8C:fcl*T. 46 1l*MAC<^y$f 

sp-e&y. 4621*1 p^^^gpT*&y. 4 6 31* 1 c 

MP* >yHz— vSB-Cfey, 4 6 4l*5S5feMAC7KUX 
(MAC__1 O O) Tfey. 4 6 5 f*3£ffi!7cM A C7 K 
UX (MAC_2 2 1 ) -e^y. 46 6l*SS5fe I P7 K 
L/X ( I P_1 O 0) -efcy. 4 6 7(*j^«5c I P7 K 

( 1 p__2 2 1 ) T*SSo ::t-lt 1 CMPxn 

P7Kl/X4 6 7lzgaS0)l P7KU7^IStL, & 
ffTtM A C7 7 KL/X4 6 5l:ggf0MAC7 KUX$ 
iSS-rSC^-C^^cLfc I CMPxn-'J^^^7-i! 

— i?£3HTf So -<D'J Zf=?-(* *7h9 



SSP4 4 3(CSSl$ixSo 
[0 0 4 2] *B»4 4 3TM*. of- 'J ^ -f > 

*y-fe-v£*BSU SKIte l P7KL/X4 6 7<h3!«7c 

MAC7KI/X465 $ L, t<D^^ 

m^mmmmmmtLxmmui 07fcWARPf 
[0043] ±is(d j: 5 Kit isssit a^mss 10211 
o-ei*. »«ga«*x»spi 03^. iKftufc 1 P7 

KLxX£/^y£/£— >*-y > 2 1 0 JKD3H1AX 

2 1 1 (cSHTf £0 -(Dft«Seifffif*. *-y V 

mmgw 200 o&sigfiif fsx&ss 1 o 3 ix®a $ 

*u £h>\z % »?*vHjiJH 7 4fcK^$^So 

[0 0 4 4] *-y h 1 ?— ^1S«SS2 OOfl)*?*^ K 
S1RSP1 7 4T?I*. gltSfcofc^g^mifffilxSo^ 

r, ^g§2 2 1 <tii{i£fT5 ^i»tta> 

2 2 2^iS^-rS-y-^V K2 3 0£g#?U $t>lC. 

a««H»s«it«*/^^ h^j&en 7 3ic^LTfa^i 
■TSo 

[0 0 4 5] *v h9— ?ftigi2 0 OCD/^y H£ 
Affl 7 3-CI*. Slt»ofc«tt£«1**fC*-5L*T* 

arpu zf^^i^v h**j*u ^m/t'rv b&V"? 

^7h2 3 Olzmmi-^o m9 (a) I*. ARPU?? 

-f/^*y h — ^-y h<D— -Kl^^-rs-efeSo EI9 

(a) lCfcl>T\ 47 0 a(*SI5tMAC7Kl/X (MA 
C_B r o a d c a s t ) Ts&y)^ 4 7 0 b (*3£{I^M 
AC7KUX (MAC_200) "Cfey, 47 0cl*V 
— X/\— K«5x77 KL/X (MAC_2 0 0) trfey. 
4 7 0 d(*V— X^P hn;i/7 KUX (I P__2 0 0) 
Trfcy, 4 70 elW-y^h/\-^x77Kl/X 

(MAC_2 O O) "Cfey . 4 7 O f l*£— fy VJu 
hn^7 KL/X (I P_2 2 1 ) trfcSo CCtlt g 
l+*ofcft*»«fll«l=***L* I P7 KUX$4r— y 
7 h^P hn;i/7 KUX4 7 O f CS^ U g^'vh^ 
—*««S»2 0 O^tK— h2 9 2TffifflLtt^ I P 
T KUX^V-X^P K3^7 KUX4 7 0 d irf£^ 
L. h9-^S^gl2 0 0 7b<7K— h2 9 

lltLv^MAC7 KL/X?V-X/\- K»>i77KU 
X4 7 0 c t$—?V h/\— KOx77 K UX 4 7 0 e 
<h£{f7cMAC7 KL/X4 7 O b |ZfS£ U ^Q— 
VX h7 Kl^X££§5fcMAC7 K UX 4 7 0 a 
U H2ISSP1 0 4^ 4«*WcARPU^7 

-f/^y h^-y-^-y h2 3 Ofx^ft-TSo -cDt#. 

ARP'J^'f/^^Ht X^^f>y/\?2 3 3$ 
3gfiLr«K5SSS2 2 2lXjiai$tLSc 

[0046] ARP'J^7-f/«T7 h$Slt»ofc«* 
g§2 2 2t'lt S^/N e ^*y Hx^;h,£$— 
P hn;U7 KUX470 f ±$—?y h/\-h^x77 

KUX4 7 0 elXg-3lNT. ARPf-^224^1 
jgf-T^ 0 H#;ffllxl>5£:. tzt^it. 04 (a) Ix^f 
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x> hU£ (b) l:^ti> h UO^aizMSr-rSc ft 
fc\ ±K0>cfc5fcaS5fcSfi2 2 2<DAR P^r— 3^MSr 
MftHs I ETF (Internet Engineering Task Fore 
e) , R F C 8 2 6 IC^S * A R P 
T*fc£o Mr»ft«7«* *£*gS 2 2 2 T* 14. 

sg*gm2 2 1 cslt i p/i^y h&mm? sa^. 

^JtMACT Kl/Xf:MAC7 KUX4 8 7 b 
U X-<7f>y/N^2 3 3-eit gW&ofcii^ I P 
/^fh^ tK-K2 8 8?ifiLt*7 h^-^ftlS 
2 0 0 L Xmm-t £ C <fc ir ft £ e 
[0 0 4 7] h? — 9SiSi2 O OTrli. 

h r 7 _/ 7S g|g Ml OOCDtt^flllSSPl Ol 

ttffifitBttl 0 1 WgLtt&ZZLtX. t7*^K2 3 0 
f=»»36«**LfcCi«B«-r*. fit, ±B*?h 

«M2 0 0(DlMnK«1MI4tMi 0 2tf, 3S£SS 

2226J:tf227fl) I P7KUX*«g»MMltL 

TMIU If gSSSIf 1 0 3^ ^MS^gM 

AM*** ooic»LTaiflM-*. 
[0 0 4 8] fir, SSSSfiWffi^Sitffiofc*^ h 
^-^SSEggi o ot'lt ±E** h 1 ?— ASSESS 

2 o o t n«flo*iB-e % s«^s««3c^sp 103,* 

hBfttt'1 7 4, /<flr* K£j$§M 7 3, ifccfctf 
tWv 0 4£ffll*T. 09 (b) (C^-TAR 

p «J -J^Jft+rv hfccfctf (c) l:^tARP'J^7^ 

/^*;h*t*/afllU SS5SSS2 2 lOARPf- 

^;U2 2 3^MST-r^> 0 JH*»f=t^3i:. fc£5Ltf« B 

3 (a) IZyjk-tX.^ h ' J £ (b) (Z^f.! > h U <Dcfc 5 

icmurf-So ftfc\ B9 (b) feasor. 471 ai4$a 

3feMAC7 KUX (MA C B roadcast) Xth 

y, 47 1 bli^f5uMAC7KUX (MAC_1 0 
0) "Cfcy. 4 7 1 c 14 V— X/\— K«5i77 KUX 
(MAC_1 0 0) -Cfey. 4 7 1 dl4V— X^P h3 

K l/X ( I P 1 0 0) T?fcy. 4 7 1 e 14$—^ 

? h/\— K^i77 (MAC_1 0 O) T'fcy. 

4 7 1 f I4£—^ h^P h=i;U7 KUX ( I P_2 2 
2) T'fey. i9 (c) (Cfc^T. 47 2 al4£S5fcMA 

C7 KUX (MA C B roadcast) "e£>y. 4 

7 2b !*3i{t5cMACT KL/X (MAC_1 O 0) X& 
y. 4 7 2 c!4V— X/\— K^x77 KUX (MAC_ 
10 0) -efcy. 4 7 2 df4V— X^P h3^7 KUX 

(I P_1 0 0) trfey. 4 7 2 e \%$—>fv K/\— K 
-)i77 KUX (MAC_1 0 0) T'fey, 4 7 2 f 14 
$—*f v h^p KUX (I P_2 2 7) Trfe 

'So 

[0 0 4 9] fc*£U S^I2 2 1 ££S;fcSg2 2 7 
A<Sfi^froTfct>-f. SS*gt2 2 10)ARPf-^ 

;U2 2 3 C^gl2 2 7fzffi^-f £x> H U*<ftl*Jl 

^|Zl4. 4B5Rg«2 2 1 4<B9 (c) C^tARP'J^ 



=><<*>TV hSSf LfcS^tt, ARPf-^2 2 
3<DMSrfcJ:i;ii*n(4fi : t>^ftl>o 

[0 0 5 0] O^IC, ffi^Sf 2 2 1 ^fi*gf2 2 2 

izttLTI Pi\*rv h*3Hrr«»fr* MAC7L/-A 

(D553feM ACT KUXIZI4MAC7 KUX4 8 2 b 3b<fg 

X>f vT><?/\72 3 1 -ei4, gltS*^ 
fcMAC7 1/-A^ tK— h2 8 1 &tpmLX*V h *7 

-^ftigti ooiz«Lr2i«-r^o 

[005 1] MAC7U-AJgltSofc^^ h9-^ 

iggigm i o o -ei4. Jtttsu i o 6 tK— h 2 9 1 x 

&mLXl^& I P7Kl/XtaiMAC7L/-A*<D5l 
5fe I PTKUX. fecki;* 0 -h2 9l^fflLtl>SM 
ACT KUXd:aiMAC7L/-At(DS5tMAC7 K 
UX. ^^H^tlitR-rSo ^LT. MACTKUXtf 
fK^oi P7 KUxa<Mft£*I^lcl4. *J8S&1 0 
5#. MAC7U-ArtOI P/<^r? h?— 

^g«igM2 o o^4«*rrSo 

[0 0 5 2] IP/^7^glt®oW^h9-i?g 
ScSM2 0 0TI4. mm\ P/Vrv MAC7U — A 
iCgfcSL* ££>|Z. §S5fe I P7KL/X(ZIO^tARP 
f-^^t5C<S:r^jStSMAC7 KUX£§ 

f^i^I^MAC7L/-A^5feMAC7K 
UXIC^SU CZt4t**lfcMAC7U-A?/f- 
h2 9 2^It5o C0>££. MAC7U-Ali s X 
*f v*><f/\Z?2 3 3^^ffiUT3g5SSM2 2 2 (Cffi^fl 
*^^>c ftfc\ g*gl2 2 2^gi2 2 1II»L 

r i pj^v b^m-r^m-si,. \ pj^v h(4. ± 

[0 0 5 3] tcf£L. ^7h9-^Sl^ffit 
5l P7 KUXirMACT KUXI4. ^tt^CDSa-e 
I4^7KL/X5ffi^SC(l:^Lttcl:^U VRRP 
I|<B:7p h=3>HzJ:y^®(7>T Kl/Xt«l^ufcfcL 
T**l\, ^fc. *J1(DT KL/X$fflt^§ig'&-e % 

t?**b. LTBff-r**^ bv—zmm 

SB(4. ^17 KUX^^^TJlffi^fx^ft^c 
[0 0 5 4] ZOcfcdlC. ^HJgC7)^|zfclxT{4. » 

B*icj:y-y-^*^ K2 3 oPw&mzzgiWtf&mzti 

tzm^Xii. /^y'?'^ — >%> % y — ^ 2 10 L 
ZM±*v hV-tmWtmWlzxHifS.LtzAR P V Zf^ 

h^SJtlSy. ARP^-Mtca^T'ARP 
t— Ltztzft. 1tSlJft«lS^ii 
Jn-r^-<i:ft<il{igK^^S-C^^ 0 4:SIJg<D 
ff2{gl::ifc^TI4. ttttKBW«JftlKRir % l cmpxzi 

— rj/?xx h> -y-b — V^^P— K^r-VX h7 KUX~C 
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Situ h^««**tr^*#**eit^&a> 

I CMPXZ3 — U^-O 5?£HB#lrJtt«-f«fli 

[0 0 5 5] Hi 014. *»WIC3^3^4 

fcSo Hi OlCfelvc* 1 0 O a ft* 7 h? — 
*T?*y. 101altttMB»T?*«, 103al4S 

ttttMMi&iMiT'fcy* i7 4aii*?*^njR» 

■P*y % 175alJ«a/^7h4*»"Cfc«, £fc. 

fc*7 h^— ^^X^rAO)— gH^^-rgl^fc^c Hi 1 
fCfelvC. 2 00ali±IH*7h9-^gigI1 0 0 

[0056] ::r% hi o fccfcz/Hi i &mi^x±m 

*7 h7-*«W«©lltt*RBt«. £fe\ *HJS 
a>»«T?(4* ma(DS81fi©»Bl 4r*a*»fffzoLxT 

irAI4. *7h9-^gigI1 00a(b2OOa^ 

fiftiS^tu, h?— <7 2 i oi-y- 

gliooa^a^tir, **;h9-**KHJ 

l2 0 0a^SM-$(i:Lt, *ft«eJhJttf£LTl*<5 
tCD^-r^o *fc. #*7 h 1 ?— £g«ffigSf4. {5SM 
AC7KUX (£l&. MAC_Vfc0fcSO <t I P7KU 

[0 0 5 7] *7 K^— ^S^g^l OOat 

14. ttBitBff 101atf, *^*7 h 2 3 O L 
r*7 *««IS112 O O a £0^3tttJg£g«-f 

Si 0 1 a T:I4. /<7^#— >*7 £ 2 1 OJlCD 

Sft/<X2 1 1 *7 h 1 ? — £««««2 O O a 

oottnneffi oi afz»LTftj«wicasita)ttfftt 

[0 0 5 8] fc«t*_f4. X-f7f>^/\?2 3 2MB 
10 0a <D«^5t^SS 1 O 1 a 7*14. V R R P > 7 

JRJRffil 0 2lz^LT}fS!SM , tt^<7)ilX^^Ji^-r^c 
f Lt, ifi/U2 1 1 $8fiLT*7 h 1 ?— 

I200a[:«lt, SSStf. gUE;u-$£L 

[0 0 5 9])ISgHtMIgf102 (i6#I) t 

i4. jgita>»fii <Dm^tmm<D^\mx\ &m7t i P7 



KUA<hSHl7cMAC7 Kl/X<D«^fetS¥i U 
*Ott**««SI«fll«i: LTE«»1 0 7 fe* WAR 

p^f— 0 8fc»Sft-r^> 0 
[ooeo] JtlBCDcfc 3 icttiWHMMxJMi 1021: 

«ty Lfc* ^ h^-^ssisai o 

0 a"CI4. ht«Sl 75a^ ^ttttficS 

■iiwiti^TAR p u ?7-f/^«> h£*j£-r « 0 

Hi 2 (a) 14. ARPy?7-fA**; h7t-7^ K 
^^^-TH^feSo Hi 2 (a) IZfel^T. 47 5 

al45S3fcMAC7 KUX (MA C B r o a d c a s 

t) f»fc-y. 4 7 5 b(43ifl7nM ACT KUX (MAC 
_V) TfcU. 4 7 5cliV-X/\-K'5x77KUX 
(MAC_V) -Crfcy, 47 5 dliV~X^Ph=l^7 
KL/X (I P_V) t'&y, 47 5 el«-y'vh/\- 
K«5x77 Kl/X (MAC_V) -CJ&y. 4 7 5 f 14$ 
-V^ h^O h^^UT KUX ( I P_2 2 1 ) T'feSo 
ttMM$ftfctt^C1fttf=»«ft« ! P7 K 
h^P KL/X4 7 5 f \zWt& 

L. ISMAC7 KUXt*fe?)MAC_VS$-y7 h 
/\-h^i77FUX47 5e, V — X/\ — K^i77 
KI/X4 7 5 c feet l/jUfaTuM ACT KUX47 5 b (Z 
*"*1^*US:2L. &*l P7Kl/Xt*5l P_V*V 
-X^P h3^7KUX4 7 5d(C|SgLs ^P— 
tX K7 KUASISffcMACT' K bX 4 7 5 a IcRSt" 
ARP'J?7^/^7h$4ffit5o 
[006 1] *Lt, fttt&KflHtXaff 1 03at 
(4. 4«*ilfcA R P 'J hO)»SrS«8 

h?— ^ 2 1 0<DJift/^X2 

1 i i^surr z©ARpy77^/^^nsaos 

fiSgStff^B *:ARpij^7-f/^*;hW 

*o i4. *7 h9- 9mmmm2ooaomm^m^n 
s&spi 0 3afcjita^Hs $e>iz % hmsin 

1 7 4 a(r63^*+t-5p 

[0 0 6 2] *7 H9-^tg8f 2 O O a<DV?*V 
hg#?&1 7 4 aT?!4. glt?l7fcARP'J?7^/^ 

7 Mcgo^T. ««S«2 2 1 £il«£*r5 nrt£1£<& 

fe*aft^2 2 2*Mt4»?*^ h2 3 OJiJil 

l. /^7hSf»i 0 4-eii, siiarpu 

^7-f/<^7 ht*7*v 3 0l:a«t4. ^(Ot 
ARPU^-f/^^Ht X-f^f>^/\?2 3 

3 £*£&LT2£3fcge2 2 2(rji^a$tt^ 0 

[006 3] ARP'J ^-f h£gl*BtofcaSB5fc 
ga2 2 2-C(4. ai/^-;H:«hi*-^h? 
p ha;U7 KL/X47 5 f h/\— K«)i77 

Kl/X4 7 5elC$^Ut, ARPf~?;!/2 2 4?I 

fff-fSo Hi 3 14. H«f«<Ox>hy (ARP»r— 

2 2 4) fl)-W*StB"efcy, 488a (4 I P7Kb 
X ( I P__2 2 1) T?fcy. 4 8 8 b f4M A C 7 KbX 

(mac_v) -efc^So 

[00 6 4] Stc. *7h9-?ftS8t2 0 0a1? 
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14. **;/ h9-9&g!gffl1 0 0a<D#e*tg£M 0 1 
»J tt^fltgSPl 0 1 a^SltStSCt'C, If?* 

K2 3 o\zmm#§£<iiLtzzt£mm-?z>o tit, 
±e*? K7-^gisgn ooakmmo^mx^ * 

-J h^-t&WtmWZ 0 O a <D&^gMfif#gJ|R3lSB 1 O 
2#. ^g!2 2 2 fccfcl/2 2 7<Z) I PTKl/X^g 

«SS««t LTiRIRU nSki^v h±j£SPi 75a 
tf. SSSSSSW«fcS-5l^THl 2(b) {ZTjk-tA 

RP'J?7-f/^'V hfecfci; (c) |Z^fARP'J^7 
-f/^^h«4*U If ISSfflf fSX&SS 1 0 3a^ 

^sarpu ?5 */<*■? \*<DMj£.vmm&w^n : £* 

v h9— 9&g|gg1 OOalzSJLTSIfrf £o 

112 (b) ICfcl^T. 47 6att^5tMAC7KL/X 

(MAC B roadcast) Trifcy. 4 7 6 b 1431 

iTcMACTKUX (MAC^V) "Crfey. 4 7 6 c 14 
V— X/\— h #, )x77 KUX (MAC_V) T?$»y. 4 
7 6 dI4V — X^P h^JUT KL/X (I P_V) "Cfe 
y. 4 7 6 el4£ — ?v h/\— Wi77 KUX (MA 
C_V) *e&y. 4 7 6 f I4£— 9 s ? h^P h^UT 7 K 
UX ( [ P_2 22) T?fcy. Si 2 (c) ICftl^T. 

411 ali55ftMAC7 KUX (MA C B r o a d c 

a s t ) trfey. 4 7 7 bl4SI{l7cMACT KUX (M 
AC_V) "C&y. 4 7 7 cliV-X/\-K r 5i77K 
UX (MAC_V) "Cfcy. 47 7d(iV-X^Ph^ 
KUX ( I P_V) 7?fey. 4 7 7 e I4£ — ^f? h 
A-K r )x77KL/X (MAC_V) tfeU, 47 7 f 
149 — *fv V"Ju Kn;UT KUX (I P_2 2 7) "Cfc 

So 

[0065] fit, ARP'J -J=74t\>T<V h£glfSK 

ofc**;/ h9- 9SigigMi o o a-r?(4. -tfE**;/h9 
-^S^S2 00ai:^(D^llI-e. SSISmifffgX 

»8Bl0 3a, ^^hi«Sl7 4aSJ:y/^^ 
h£Mf§M 0 4£J8l>T. 3iARP'J?7>f/^7h 
^3HflL. )S^l2 2 1 CD A R Pf — ^U£IESfr"3" 
So Hi 414. IM(0X>h'J (ARPf-?^2 2 
3) ©-ftSStHTfty, 483alil P7KUX 
( I P_2 2 2) -Cfey. 48 3 bliMAC7 KUX 
(MAC^V) "CfcSo 

[0 0 6 6] CCD^dfr. *||JS<D^(CfclxTI4. a 

l**icj:y*:7** h2 3 owa>*ai5R«iiA^Br*3h. 

/<^-j77f€— >*? h7- 9 2 1 0£lg£ LTJlfl* 

y^-f/^r^ h^sitay. ARPCD-fisw&isfE-e 

AR P^r— ^U*«#»A*«JStA: Ltztz&b. 4f9J£ffl 



[0 0 6 7] ^SgCDJ^e3. Si 5 1*. **EICfrj&** 
*? &SSe^fiO)llffiCD^S3<7>^^^-rS-tr 
feSo i1 5(z£^T. 1 0 0 b(4*? 9gglg 

str&y. 5 o i biiAR p/^v k y. i 

0 7 biiesEsmits^ias-rsiBSgs-efey. 2 1 o 

bl4/W97t*— >*? h9— 9T?&y. 2 1 1 b!4*? 

h9- 9«ttS«w*tt«»«/<x-e*y* 230bit 

*?*-;h"(f*y, 29 1 bl»?^7h23 0bl:S 

gc-rsA&:fc7K— h-efcy. 2 9 3 bf4/*?9^— >* 
^ h9-?2 1 oizmm-r^xmts^— h-efeSo 

[0 0 6 8] Si 6 14. -tlS A R P/<9" 

SP5 o 1 bcD^^^-rs-efeSo si6izfci>r. 5 

1 8I4arp/*9-? hs«s?-e&y. 5i9(*^m§B-e 
fey. 5 2oi*y 9xx he*isp-efcy. 52114A? 
97P— >/i'ry hgdSB-e&y. 5 2 2i4y zf^-t/i'r 
?h^&SPT?fcy. 5 2 3i*y zf^4/Vrv hSIfigp-c: 

fey. 5 2 4iw?*7 hg#s?T?fcy. 5 2 5i4'j9 

ixh/^'vhMSi?fey, 526li'j^ixM^r 

^hMffi§p-efey. 52 iitvzf^sc&Lm&T'&Zo 

[ O 0 6 9 ] Si 7 14. £ffi<D)gflS 3 CD* 7h9 

— 9J£3S!gm££H^*? h 9—9 *>X^r A(7>-#J£^ 

"TS^feSo Si 7lCfcl^T. 200bli^^ h9-^ 

«»««T?&y* 240 b, 2 5 o bi4-y-:?*? h-e& 
y. 50414-9-^^^ h^sfsm^fey. 21 i bi4* 
v ^««««iB*ts-s;ii«/<x-c*y. 5 3 1 (4 

5g^S2 2 1 j^&2!{l£;h,SARpy*xx h/<^^ 
hTrfey. 5 3 214**;/ K9-98«81l O o bj^6 

SfShiARpy^ix h/^^ h-efcy. 53314 

hr7— O O b*6SB**l5ARP y 

5 3 4l45g^SM2 2 2*Nt> 

a«*j|i4ARP';^7-f/^7h"eii^ 53514* 

^^/^^hTrfey. 5 3 614*? hi— 
O O b^bi^f **lSA R P 'J ?7«</^7 ht*y, 2 
9 1 b(4*? K9~^S^fl O O b<D*^*? h 2 
3 O bfZlf^-rSAffl^* 0 — htrfcy. 2 92 bl4*? 
h9-^ft«8!2 0 O b<DD-7*y h230 b (zftft 

[007 0] ::t% Si 5. Si 6*5J:tfHl 1 $m 

fc\ *HJ£<7>^II^(4. mT^0)il5E(D^^ 1 ^M^SiS 
fffzoi>T<D^ltt0J-rSo Sfc. *jHfi<D»ffl<D*? h 

O O b A<5CS^«j3E^t y. /^?<7 7f^— >*? h^? — 

2iob t-y-^*? h2 3 o b <t^m^-TSo *fc. * 

h9-JSggii o o b^a;i,-$ t Lt, *? 
K 9-9 ttRSI 2 O O b tfSffl^- ji i: L 
^xlSff LTl>StOi: L. S8MAC7 KUX<t I P7 
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[007 1] h?— >gg|gfi1 00 bt: 
h2 3 Ob^fiLt*'V hC?— ^Sgc^M2 O O 

b(toii*8^t5c fir, fetxis. -y-:?* 

H5t(DASBi:Bgp<DJ:3lc»»f*^fc*^ *-;H9- 

£*£t£gB 100b -efi. 4*e*fggp i o i *<ffS£S 

flU 5felcRMLfcSIJISa)«lBl fcl^«l<D#IIl-e. Gtt 
fijl O 7 b fecfetfARPf-^U 0 8C, I P7KU 

imm-s. h7-^gggn oobf*. 

[0 0 7 2] f-<t*.l£. ig3M£S2 2 1 3d^^l2 2 
2<tffi^£*ToTl*fc:iNi§£\ «^f(DARPf- 

Tfefe-T. /<4-?HaMlff1 04^b 

£{E£ftfcA R P V ^v-T/^^ h$g{f L/c^T* 

ARPf-?;Ucx>MJJilJ)QL?5:u 0 

[0 0 7 3] — * % ffl5RS«2 2 1 A<*rfc(c«S5feSS2 
2 2 2lC»ltARPU^IX h531 

y. @1 8 (a) It ARP'J^XX hi**rv h 

5 3 1 (D-^J^^-TgltrfeSo 018 ( a ) fCfcl*T\ 
5 3 1 attS5tMAC7 KUZtfey, 5 3 1 b It&m 
7CMAC7 KUX"(?fe l J* 53UliV-X/\-K«)i 
77Kl/Xtfcy, 53 1 dl*V-X^Ph3^7Kl/ 
X77fty. 5 3 1 e\t$— ? y h^i77 KUX 

trfey. 5 3 1 f f*£— h^P h3;bT Kux-efc 
So ^^T'lt 5lftMAC7KL/X5 3 1 aiC^P-K 
^Xh7h*UX (MAC_BC) £1££U j£ft7tM 
ACT KUX5 3 1 bScfctfV-X/\- h^i77 KU 
X5 3 1 clca§5kSil2 2 1 OMAC7 KUX (MAC 
_22 1) £KSU V— X:?P Kp;UT KUX5 3 1 
dlC3S5fcgB2 2 1 O I P7KUX (I P_2 21) J 
HSU ^^^h?Pha;i/7KUX5 3 1 flzi85fc 
gfi2 2 20 I P7 KUX ( I P_2 2 2) 

So 

[0074] ARP'J^IXh/^7 K5 3 1^gW 
ofc*-> h9— 2}fg!g^1 0 0 b(DA PR/^«y h4> 
0 1 b-CI±. A R P/^^r *y hg{I$P5 18^ S 
^A RP'jnx h/^^T^ h 5 3 1 >f h^P 

K^;i/7 Kl/7. 5 3 1 f Jttfciit^c -t LT* -?-(7> ! P 
7 Kl/X^/K- h 2 9 1 b LTl^S I P7 KUX 

■^cflt^lt tiUtgfl!5 1 9tf. IHitSPl 0 7 b|Cte^£ 
*XfcX> h'JIC. $~y^^Ph3;b7KUX5 3 1 

fc\ «SSt 2 2 2 J&<* ^ h 9 — ^ SScSM 2 o 0 b fig 



[0 0 7 5] &3X> h 'J 4**1*41*. 1 9T* 

'J^XXhSSai5 2 0l:ARPU^IXh/^7 

h5 3l£|£3IU U^IX K6SSP5 2 0tlt g(* 
SlofcARP'jnx h/^^T'V K5 3 1 CfiSt-SAR 
P'J^XX h/<^^ h532^ /W^tR— 
— <7 2 1 0 b ±IZ^*tlfcJl{i/^X 2 11b ?^Lt 
^ h9-^iigi2 O 0 blZ^LT^ffrSo 01 
8 (b) li. ARP'J^XX h/ i*T 7 h5 3 2(0-?!$ 
^■fgl-efeSe 018 (b) IzfcUT. 532 ali$S5fe 
MAC7 KUXTfcy. 5 3 2 bI*£|{t7cMA C7 KU 
X7?&y. 5 3 2 c l*V-X/\- K^x77 KL/Xt?fe 
y. 5 3 2 dliV— X^P ha;UT KUX-Cfcy. 5 3 
2eli$->f7h/\-K'5i77K^t^y, 532 

f fi£— h^p kp;ut Kux-efeSo cic-ete\ 

565feMAC7 KUX5 3 2 a(z:?P — K+tX KT KU 
X (MAC^BC) £I£^U jHfjtTcM AC7 K UX 5 
3 2 bfccfctfV — X/\— K^i77 K UX 5 3 2 c fZsg 
*Sl2 2 1(DMAC7Kl/X (MAC_221) £g 
V— X^P K 3 ;UT KUX5 3 2 d|z3g5SSM 2 
2 1(0 I P7 KUX ( I P_2 2 1 ) £K£U ^ 
^ h^P hl^UT K UX 5 3 2 f lrSg5Sgm2 2 2 0 1 
PTKUX (I P_2 2 2) fgSf|i 0 
[0076] ARP'J^XXh/^^ K5 3 2J5lt® 
o/:*7h9-^gigf2 00btlt /<^*tK— > 
/i^y h5fIS?5 2 1 ^ hlK05 2 4IZ*f 

LtSlARP 'jnx h/*>T^ h 5 3 2$iat5 0 

hM^SS5 2 4Tfi. SCt5tof-ARPy>7x 
X h/S'ry h 5 3 2frt>$—fy h^P ha;i/7 KUX 
532 f JttiU 9SttSl2 0 0 btf)i|R 

e-Ti-y-^*^ ho^^^t»^^T Kux£^try-:7* 

^h230b$I«t^ e -€-LT. 'J^XXM^r^h 
2 5l:JtLTARP U^XX h/^^T^ h5 3 2 

[0 0 7 7] *v h9- ^SiSISM2 OObO'J^XX 
K/^y h^SSB5 2 5-CI*. ARP'J{7XXh/^7 
h5 3 2 0)M7cMAC7 K UX 5 3 2 b tV-X/\- 
K')x77 K UX 5 3 2 c <b JffigMA C7h* UX (M 

AC_V) (cS^^^So fit, 'J^x^h/^^h 

S(t§S5 2 6-ei*. f#g^Q)ARP'J^IXF/^ 
7h533 tt~J*V h 2 3 0 b|Z}fg!-r^7tx 0 — K2 9 
2b^b5l^-rSo 01 8 (c) \Z S ARP'jnXh 
/<>r^ h5 3 3(D— «y*^-T0-efeSo 01 8 (c) iz 
fc^T. 5 3 3 ali565fcMAC7Kl/Xtfey, 5 33 
bli&ffTcMACT KUXTfcy. 5 3 3 cliV- X/\ 

- k»5x77 Kux-e&y. 5 3 3 dl*V— X^P 

;UTKUXT?$>y. 5 3 3 eli^-^7h/\-K0i7 
TKUXTr&y. 5 3 3 f >r-/ h^P Kp;UT K 

UXTrfeSo 555tM AC7 K UX 5 3 3 a |C 
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?P-K+tXh7KL/X (MAC_BC) ^ISU 
SHItuMACT K l/X 5 3 3 b fc<J:tf V— */\— K^x 
77Kl/X533 cl:<SSMAC7KL/X (MAC_ 
V) £^£U V-^?Ph3^7KL/X5 3 3dlzg 
3^812 2 1 (D I P7 KUX (I P_2 2 1 ) 
U £— h^P h=Ul>7 KI/X5 3 3 f CS^SI 

2 2 2 CD I P7 KUX ( I P_2 2 2) ^f5o 
[0O7 8] ARP'J^XXh/^7h5 3 3$glt® 

ofcSS*g«2 2 2 "CI*. V-X^Ph3^7KL/X5 

3 3 dlz«HftSftfcfiS3lU8«2 2 1 <D I P7 KUXfc, 
V-X/\— KOx77 KL/X5 33 c IZ^Sft £;frfc{EJg 
MAC7 h* l/Xt, S?§L, ^O^g^S^ARPir 

5« g18 (d) It ARP'J -J^4t\>TV h 5 3 4 CD 
-#l£*-f gJ-efc&o Hi 8 (d) f:ifcl*T. 534a 
l*56$fcMAC7 KUX-e&U. 5 3 4 bli^flTcMAC 
TKUX-efcU. 534cliV-X/\-K*)i77h f L/ 
Xt^y, 5 3 4 d liV-X^P h3jl/7 KbXtS 
y, 5 3 4 e(** — f V K«)i77 Kl/XT* 

y. 5 34 flW-y^h^Ph3;i/7KUXT*feSp 
CCtlt 5S5fcMAC7 KUX5 3 4 a 33 cfctf£ — Vv 
h/\— K^x77 KUX534 elzSi§MA7 Kl/X 
(MAC_V) £|££U M5cMAC7KbX5 3 4 
bfc^tfV— X/\— K')x77 KL/X5 3 4 c (cSg-fc^ 
12 2 2(DMAC7 KUX (MAC_222) 
U V-X^P hP;i/7 3 4 dl:«*8l2 2 

2 01 P7KUX (I P_2 2 2) SlftJt 

h^D h=Ub7 K UX 5 3 4 f (C4g^gfi2 2 1 CD I P 

7Ki/x (i p_2 2 i ) £H£-r« 0 

[007 9] ARP'J?7-f/^7 h5 3 4$gltKo 
tz*V by—tmm&mo 0 bOAPR/^'y 
SP5 0 1 b^(*. ARP/^'V hg{lS&5 1 8rt<. ^1 
ARP'J?7^/^^ K5 3 4*<D£ — ?V bZfn hzi 

;b7 KL/X5 3 4 f *tttti'-rs 0 -f-LT. -5-cd I PT K 
l/X^f-h2 9 2 b-(?flEfflLtU5l P7KI/X-CJS 
(t^l*. i ;^7-<S^SB5 2 7IC^LTARP'J^^-< 
/^•Vh53 4^It^ 0 'J^7^Ka»5 2 7-C 
I*. SltBofcA R P 'j ^7^f/^y h 5 3 4lC«at 
^ARP'J?7^f/^^h5 3 5^ /*-/^7t?— 
h9 — <? 2 1 0 b±l:K^*hfeI{|/<X2 1 1 b 

it**; i-^-^ggigsi oobi=»LT2Mrr*. 

Hi 8 (e) I*. ARP'J^-f/^'V h5 3 5 CD — 03 
HT?&&e HIS ( e ) frfclvC. 5 3 5 a 1*58 
5tMAC7 K l/Xt?fe y „ 5 3 5 bliSf5cMAC7K 
UXT?fcy, 5 3 5 c V-X/\- h 4f 5 x 77 K UX t* 
fey. 5 3 5 d (i V-X ?P ha;U7 K l/Xffe «J , 5 

3 5 e(*$— Vv h/\— h^x77 KUXtfeU, 5 3 

5fiw-y^h^Ph3ii/7Kux-cfe^ 6 ::t* 

I*. 5SSMAC7 K UX 5 3 5 at$£XS$— ? v V>\— 



K0x77 KI/X5 3 5 eCSiMAC7 KUX (MA 
C__V) £S£U M7cMAC7KUX535bfecJ: 
ZfV— X/\— K^x77 KI/X535 c(z5g^g^2 2 
20MAC7KUX (MAC__2 2 2) JSSU V — 
X^Pha ;UT KUX5 3 5 d (C*g5fcgM 2 2 2 CD I P 

7 Kl/X ( I P_2 2 2) *—?V V 
=Wb7 KbX535 f icS^g® 2 2 1 CD I P7KUX 

( I P_2 2 1 ) ZWim-tZo 

[0080] ARPU^7^/^^h5 3 5^glt5o 
tz*V h9-^Sggil OOb-Cf*. /W^tK— 

KgftSf 5 2 1 h^tRSBS 2 4fC*JL 

taSARP'J^7-f/^«V h5 3 5*ilft-r*o H"? 
*V h^#?SP5 2 4-ei*. glt»ofcARPU^7-f/^ 
>T*V h53 5 h^P Sa;U7 KL/X5 3 5 

f£ttfflU *^ h 1 ?— ^gigfi 0 0 bCDiR#-r* 
V<T>t±frfr*^WC7 KUXStfc-y-?*^ K2 
3 0b^Iffi«ofLr, "J^-f/^^ h^&SS 5 

2 2l:JtLTARP'J -J^J/Vrv h5 3 5$iflt 

[008 1] *V K9-^gSgfil OObCDy^-f 
/^7K^SP5 2 2-(?li, ARP'J^7>f/^7h5 

3 5(D$ — ?v VJu h=3;U7 KUX5 3 5 f 

£o ^(DSL &s£$P5 1 9A<. *fv h^P h=l 

;U7 KUX5 3 5 f l^l£t^MAC7 KUX£g*§ 
U -?"CDa^^(cS^tNT5S^MAC7 KUX5 3 5 
a — Vv h/\— h^x77 KUX53 5eJ| 

£&*£o £fc. y ^5 h^SP5 2 2-ei*. 

5iMI5rMAC7 K UX 5 3 5 b t V — K^x77 
Kl/X535 ci:^ *-h2 9 1 b "C^ffi LTl^ffi 
SMAC7 KL/XMAC_V|:f§M^o fit, 'J 

KSt«»5 2 3-ei*. f^t<DARP 
'J h5 3 6j^'> h2 3 0bl:)lit 

K2 9 1 b ns (t) it ar 

p y -J=?4t^>Tv hs 3 6cD-0a^^-r@-efcSo gn 

8 (f) fZfelNT. 5 36 ali5UfeMAC7KbXt'fe 
y. 5 3 6 b(*jH{l7cMAC7 KUXtfeU, 536 c 
fiV~X/\-KOx77KL/X-(?fey, 536dliV- 
X^Pha;i/7KbXtfcy, 5 3 6 el«-y^hA 
-K«5x77KUXffey, 5 36 fW-^7h?P 

h3ib7KUXt^^o CCtlt 5S5tMAC7KUX 
5 3 6 a fccfci;^— h/\— K"5x77 KI/X536 
e(C®^gt2 2 1(DMAC7KUX (MAC_2 2 

1) £^[£U S«7cMAC7FL/X5 3 6 bfccl:i;V 
— KOx77 KUX536 clZ{E?gMAC7 Kb 
X (MAC^V) V-X^Ph^;i/7KbX 
5 3 6 d (Ciffi^SS2 2 2 CD I P7 KbX (I P_2 2 

2) £1£SU h^P hn;U7 K bX 5 3 6 f 

2 1 CD I P7KbX (I P_2 2 1 ) £t£ 
[00 8 2] ARP'J?7-f/^^ K53 6 ^SltlXo 



J. 
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fc**»«2 2 1 "CI4. 3g*gS2 2 2 CO I P7KUX 
l:SKt5MAC7Kl/Xi:Lt, V— h^iT 

1U ARPf-^H:Sgt5 e 

[0 0 8 3] £lPt. tt££C2 2 1fr&fl|5ESa2 2 2 
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